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Legal Information

First English printing, August 2023

Information in this document has been carefully checked for accuracy; however, no guarantee is given to the correctness
of the contents. The information in this document is subject to change without notice. We are not liable for any injury or
loss that results from the use of this equipment.

Safety Instructions

Please read all of these instructions carefully before you use the device. Save this manual for

future reference.

B Unplug equipment before cleaning. Don’t use liquid or spray detergent; use a moist cloth.

B Keep equipment away from excessive humidity and heat. Preferably, keep it in an air-conditioned environment with
temperatures not exceeding 40° Celsius (104° Fahrenheit).

B When installing, place the equipment on a sturdy, level surface to prevent it from accidentally falling and causing
damage to other equipment or injury to persons nearby.

B When the equipment is in an open position, do not cover, block or in any way obstruct the gap between it and the
power supply. Proper air convection is necessary to keep it from overheating.

B Arrange the equipment’s power cord in such a way that others won't trip or fall over it.

B [f you are using a power cord that didn’t ship with the equipment, ensure that it is rated for the voltage and current
labelled on the equipment’s electrical ratings label. The voltage rating on the cord should be higher than the one listed
on the equipment’s ratings label.

B Observe all precautions and warnings attached to the equipment.

B If you don’t intend on using the equipment for a long time, disconnect it from the power outlet to prevent being dam
aged by transient over-voltage.

B Keep all liquids away from the equipment to minimize the risk of accidental spillage. Liquid spilled on to the power
supply or on other hardware may cause damage, fire or electrical shock.

B Only qualified service personnel should open the chassis. Opening it yourself could damage the equipment and
invalidate its warranty.

W If any part of the equipment becomes damaged or stops functioning, have it checked by qualified service personnel.

What the warranty does not cover
B Any product, on which the serial number has been defaced, modified or removed.
B Damage, deterioration or malfunction resulting from:
1 Accident, misuse, neglect, fire, water, lightning, or other acts of nature, unauthorized product modification, or
failure to follow instructions supplied with the product.
1 Repair or attempted repair by anyone not authorized by us.
1 Any damage of the product due to shipment.
[0 Removal or installation of the product.
1 Causes external to the product, such as electric power fluctuation or failure.
1 Use of supplies or parts not meeting our specifications.
[0 Normal wear and tear.
1 Any other causes which does not relate to a product defect.
B Removal, installation, and set-up service charges.

Regulatory Notices Federal Communications Commission (FCC)

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in business,
industrial and commercial environments.

Any changes or modifications made to this equipment may void the user’s authority to operate this equipment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

B Re-position or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
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<1.1 > ATS Key Features

®

ll - L] —<——  Input Preference —>— @]
[ Automatic  pimary O secondary
Transfer Switch

v
o -2 I
=

440

@ ®

Secondary 1 2

UM-IP-ATS-03-S-Q323V1

2.0" color LCD ( feature w/ Touchscreen )

IP Port

Input Preference Switch

Power LED - primary input

Power LED - secondary input

Circuit Breaker

Primary Input attached with 3M cord & inlet plug
Secondard Input attached with 3M cord & inlet plug

000000000

Outlets

P.1
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<1.2 > How to switch power input

1. By Manual

- Press the local input switch button on the front panel
- Set the input preference via WEBUI / SNMP remotely

2. By Auto
- Switch automatically when the preferred input source is powered off

ﬂ Once ATS current loading is over the rated input current, input switching is not allowed either by local
or remote. However, automatic switching is NOT affected.
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<1.3 > Meter Reading & Setting

Reading

Amp, Voltage & Power Factor
kWh Energy Consumption
Active & Apparent Power
Temp. & Humidity

Single Circuit

4-7

0.50
1.80
3.60

299,678.56 kWh
1 Jan 15 / 23:59:40

Group: 050

Level : 16

15.9 Amp
—_—

16.2
1 Jan 15 / 23:59:40

Page no.5

Page no.7

23:59:40

15 Jan 15
WSi-1B-V7

20315150589-1120-P001

V24C13/12C19
-16A-WSi/CR_EN/3B-1

Touch °C / °F to change temp. unit
* ATS does not support any sensor

\ Wi / WSi outlet measurement PDU only

)

UM-IP-ATS-03-S-Q323V1

P.3

Touch Button
( Single & Dual Circuit)

299,678.56 kWh
1 Jan 15 / 23:59:40

Group: 050

15.9 Amp
—_—

16.2
1 Jan 15 / 23:59:40

15.8 Amp
]

16.2
1 Jan 15 / 23:59:40

Page no.6

Page no.8

23:59:40
15 Jan 15
WSi-2B-V7

20315150589-1120-P001

V24C13/12C19
-32A-WSi/CR_EN/3B-1

Touch °C / °F to change temp. unit
* ATS does not support any sensor

\ Wi / WSi outlet measurement PDU only

)
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<1.3 > Meter Reading & Setting

Setting

-

~

Touchscreen
Calibration

<4 Touchscreen P

Calibrati

< Setup >

Buzzer
Screen
Sensor

Outlet ON

[ ]

If no any calibrate touch in 30 seconds,
it will return to Touchscreen page

| =22 4 Buzzer ON / OFF Start

Default : ON Touch the target to
calibrate touch accuracy

L]
L]
SOEECEUE  Default : Screen < ON > Scan < OFF > JYe
+
* OFF Screen :
ECCEIEIRNC >l - Screen OFF in 30 seconds
- If want to turn on the screen just touch it Step2/3
SIS _ OFF in 30 seconds if no any further touch
Rotate 4 0] D * ON Scan :
- Scanning starts in 30 seconds
- Then scan each page per 3 seconds
g
Step3/3
+
30«
1

S NCCNON N & Outlet ON / OFF
Default : ON

WS / WSi Switched PDU only
Calibration Completed

- AN )
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< 1.4 > Hardware Specification

230V

Nominal input voltage

200 ~ 230V

Acceptable input voltage

+10% nominal

Input frequency

50/ 60Hz

Inlet plug & cord

2xC14/C20/EN 60309 /BS1363 / CEE7 plug w/ 3M cord

Outlet connectors

C13/C13+C19/C19/1EC309 / UK/ Schuko / FR

Local meter

2.0" color LCD ( feature w/ Touchscreen )

Overload protection

1 x 10-amp circuit breaker for C14 inlet
1 x 13-amp circuit breaker for BS1363 inlet

1 x 16-amp circuit breaker for C20 / EN16 60309 / CEE7 inlet

1 x 20-amp circuit breaker for Open-end
2 x 16-amp circuit breaker for EN32 60309 inlet

Transfer time

10 - 16ms typical

Electrical endurance

1 x 105 operations

Power consumption

Approx. 8VA

Product dimensions ( 1U
Physical (1)
Packing dimensions ( 1U )
Net weight

Gross weight

442 x 270 x43.5mm (WxDxH)

540 x 540 x 150 mm (W xDxH)

4.7kg / 10.31b

52kg / 1141b

Product dimensions ( 2U )

Packing dimensions ( 2U )

442 x 270 x 87.5mm (WxDxH)

540 x 540 x 150 mm (W xDxH)

Net weight 6.6kg / 1451b
Gross weight 7.1kg / 1561b
Chassis color / materials Dark / Steel

Operating temperature
Environmental P g P

Storage temperature

-5 10 60°C degree (23 to 140°F)

-25 to 65°C degree ( 13 to 149°F )

Operating humidity
Storage humidity

0~95%, non-condensing

0~95%, non-condensing

EMC
Compliance

FCC & CE

Safety

CUL, LVD

Environment

RoHS3 & REACH compliant

UM-IP-ATS-03-S-Q323V1

P.5 www.austin-hughes.com




< 1.4 > Hardware Specification

208V

Nominal input voltage

208V

Acceptable input voltage

+10% nominal

Input frequency

50/ 60Hz

Inlet plug & cord

2 x 1620/ L630 plug w/ 3M cord

Outlet connectors

C13/C13+C19/C19/IEC309

Local meter

2.0" color LCD ( feature w/ Touchscreen )

Overload protection

1 x 20-amp circuit breaker for L6-20P inlet
1 x 30-amp circuit breaker for L6-30P inlet

Transfer time

10 - 16ms typical

Electrical endurance

1 x 105 operations

Physical

Net weight

Gross weight

Power consumption Approx. 8VA
Product dimensions ( 1U ) 47kg / 10.31b
Packing dimensions ( 1U ) 52kg / 1141b

442 x 270 x 87.5 mm (WxDxH)

540 x 540 x 150 mm (W xDxH)

Product dimensions ( 2U ) 6.6kg / 1451b
Packing dimensions ( 2U ) 71kg / 1561b
Net weight 55kg / 1211b
Gross weight 6.8kg / 151b
Chassis color / materials Dark / Steel

. Operating temperature
Environmental

Storage temperature

-5 to 60°C degree (23 to 140°F)

-25 to 65°C degree ( 13 to 149°F )

Operating humidity
Storage humidity

0~95%, non-condensing

0~95%, non-condensing

EMC
Compliance

FCC & CE

Safety

CUL, LVD

Environment

RoHS3 & REACH compliant

UM-IP-ATS-03-S-Q323V1
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< 1.4 > Hardware Specification

110V

Nominal input voltage

110V

Acceptable input voltage

+10% nominal

Input frequency

50 / 60Hz

Inlet plug & cord

2 x515/L520 /L530 plug w/ 3M cord

Outlet connectors

NEMA 5-20R

Local meter

2.0" color LCD ( feature w/ Touchscreen )

Overload protection

1 x 15-amp circuit breaker for NEMA 5-15P inlet
1 x 20-amp circuit breaker for NEMA L5-20P inlet
1 x 30-amp circuit breaker for NEMA L5-30P inlet

Transfer time

10 - 16ms typical

Electrical endurance

1 x 10% operations

Power consumption

Approx. 8VA

. Product dimensions ( 1U )
Physical

Packing dimensions ( 1U )
Net weight

Gross weight

442 x 270 x 43.5mm (WxDxH)

540 x 540 x 150 mm (W xD xH)

47kg / 10.31b

52kg / 11.41b

Product dimensions ( 2U )

Packing dimensions ( 2U )

442 x 270 x 87.5mm (W xDxH)

540 x 540 x 150 mm (W xD xH)

Net weight 6.6kg / 14.51b
Gross weight 71kg / 1561b
Chassis color / materials Dark / Steel

. Operating temperature
Environmental

Storage temperature

-5 10 60°C degree (23 to 140°F )

-25 10 65°C degree ( 13 to 149°F )

Operating humidity
Storage humidity

0~95%, non-condensing

0~95%, non-condensing

EMC
Compliance

FCC & CE

Safety

CUL, LVD

Environment

RoHS3 & REACH compliant

UM-IP-ATS-03-S-Q323V1
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<1.5> ATS GUI ATS-03-S Key Features

InfraPower Manager ATS-03-S is a FREE built-in GUI of each intelligent ATS which allows remotely
monitoring over IP.

InfraPower ATS-03-S

Features

; IP Dongle Group
Capacity ATS Number
Concurrent User

Input Source Selection

Input Source Status Monitoring
Individual Outlet Switch ON/OFF
Outlet Level kWh & Amp Measurement

Features

Energy Consumption ( kWh ) Monitoring

Apparent Power ( kVA ) Monitoring

Active Power ( kW ) Monitoring

Power Factor Measurement

Voltage ( Volt ) Monitoring

Circuit Amp. Monitoring

Circuit Breaker Monitoring

Amp. Alarm / R. Alert / L. Alert Setting

ANANANANANANANANAN AN N AN e
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<1.6 > IP Configuration

A The following steps show the static IP setting only. For DHCP setting, please refer to < 1.10 > DHCP Setting

Step 1. Prepare a notebook computer to download the IP setup utilities from the link :
http://www.austin-hughes.com/support/utilities/infrapower/IPdongleSetup.msi

Step 2. Double Click the |IPDongleSetup.msi | and follow the instruction to complete the installation

Step 3. Connect the ATS with the notebook computer using a piece of Cat. 5/ 6 cable to configure the
IP setting by IP setup utilities as below. Please take the procedure for all ATS ONE BY ONE

CAT. 5/ 6 cable

CTw )
To notebook computer To IP port
\ LAN port

Reconnect the ATS with the network device
( router or hub ), after finish IP configuration.

@®
|nfra Power Intelligent Remote Power Management

1. If the ATS ( IPD-03-S built-in ) is in factory default
~IP Dongl ~ Configuration setting or the password is “ 00000000 “, you
DeviceMaCaddsss [EGEEISED7 Devionare [defaull_afs_name MUST change the password for security purpose.
I Scan | B 2. The password MUST contain at least three of the
Passuand | following four character groups :
Newpsod | » English uppercase characters ( A through Z)
I Contmnenparord. | « English lowercase characters ( a through z )
address IW
e « Numerals ( 0 through 9)
Subnet mask IW
oy [T » Non-alphabetic characters
ateay " T
(*,%$,“,\are NOT supported )
Save | . .
— 3. Device name NOT EQUAL to the Login name of
ATS WEBUI ( ATS-03-S ). To change Login
Cose | name, please refer to 1.11 < Login > for details.

Step 4. Click “ Scan ” to search the connected ATS

Step 5. Enter device name in “ Device name ” ( min. 4 char. / max. 16 char. ).
Default is “ default_ats_name ”

Step 6. Enter device location in “ Device location ” ( min. 4 char. / max. 16 char. ).
Default is “ default_ats_loc”

Step 7. Enter password in “ Password ” for authentication ( min. 8 char. / max. 16 char. )
Default is “ 00000000 ”

Step 8. Enter new password in “ New password ” ( min. 8 char. / max. 16 char. )

Step 9. Re-enter new password in “ Confirm new password ”

Step 10. Change the desired “ IP address ” / “ Subnet mask " / “ Gateway ", then Click “ Save ”
to confirm the changes
The default IP setting is as below:
IP address: 192.168.0.1
Subnet mask : 255.255.255.0
Gateway : 192.168.0.254

UM-IP-ATS-03-S-Q323V1 P.9 www.austin-hughes.com



<1.7> ATS-03-S GUI

Each ATS provides a FREE built-in GUI, ATS-03-S, which allows user, via a web browser, to monitor
the ATS status over a TCP / IP Ethernet network remotely.

A Each web browser window supports only one ATS. If you install more ATS, multi windows will be required.

Please follow the steps below to login the ATS GUI ( ATS-03-S ).

Step 1. Open Internet Explorer ( I.E. ), version 11.0

Step 2. Enter the configured ATS's IP address into the address bar
( Please refer to < 1.6 > IP configuration )

Legin name
Default Password
MNew Password

Confirm Password

ou are required to change the defauli password.

Device ATS-03-S
Login name | |
Password | |
| Legin | | Cancsl |
A If the Intelligent ATS is in factory default setting or
Dsvice ATE03-5 the password is “ 00000000 “, this window will be

shown and you MUST change the “ Password “

before you can login the Intelligent ATS WEBUI

[ appy | [ Cancel |

Step 3. Enter “ Login name “, “ Password “ & Click “ Login “

Device
Login name

Password

Default Login name : 00000000

ATS-03-S Password : the one you set in Step 7 of < 1.6 >

| 00000000 |

IP Configuration.

The login account will be LOCKED for 5 mins

if three unsuccessful login attempts to the ATS
GUI

| Login | | Cancsl |

UM-IP-ATS-03-S-Q323V1

P.10 www.austin-hughes.com



<1.7 > ATS-03-S GUI

n < Status >,

View the installed ATS status

View aggregate current & energy consumption of the ATS

Select the preferred “ Input Switch “

Change “Name “ & “ Location “ of ATS & Click “ Apply “

Change “ Alarm amp “, “ Rising alert amp. “ & “ Low alert amp. “ of the ATS circuit & Click “ Apply *
Default alarm amp. = 80% of circuit’'s max. amp.

Default rising alert amp. & low alert amp. = 0.0 ( disabled )

Click “ Reset “ to reset peak amp. or kWh of ATS’s circuit

Click “ Time Sync “ to update ATS’s real time clock from the computer logged in the ATS.
View latest loading & energy consumption of each outlet ( Outlet Measurement PDU only )
View latest voltage of each circuit

Click " ON / OFF " to switch ON / OFF outlet ( Outlet Switched PDU only )

Auto data refresh : I TTTTTT] Untick during data input

Status
Madel - ATS-H16C13-32A-WSi Name - | Default_ATS_name |
Status - Connected Location : |Defau|t_ATS_I:}c. |
Input Switch | Primary | | Secondary |
Primary Online Secondary Online
kWh : 0.00 Power factor:  0.00
Load amp : 0.0 kVA : 0.00

Voltage : P STy Alarm amp : 12.8 Voltage : 215.7 Alarm amp : 12.8

A Max. amp : 16.0 Rising alert amp : B Max. amp : 16.0 Rising alert amp :
Load amp: 0.0 Low alert amp : Loadamp: 0.0 Low alert amp :

Peakamp: 0.0 2015/01/01 00:00:00 Peakamp: 0.0 2015/01/01 00:00:00
KWh : 0.00 2015/01/0100:00:00 [ Reeet | kWh : 0.00 2015/01/01 00:00:00 [ Reset |
Qutlet Name Amp kWh kVA Status  Switch  Outlet Name Amp kWh kVA Status  Switch
o1 outlet_name_o01 0.0 0.00 0.00 ON [oFF]| 02 outlet_name_02 0.0 0.00 0.00 ON [ oFF |
03 outlet_name_03 0.0 000 | 0.00 ON 04 outlet_name_04 0.0 0.00 | 000 ON
05 outlet_name_05 0.0 000 | 0.00 ON 06 outlet_name_06 0.0 000 | 0.0 ON
07 outlst_name_07 0.0 000 | 0.0 ON 08 outlet_name_08 0.0 000 | 0.00 ON
09 outlet_name_09 0.0 0.00 0.00 ON OFF 10 outlet_name_10 0.0 0.00 0.00 ON OFF
11 outlet_name_11 0.0 000 | 0.0 ON 12 outlet_name_12 0.0 000 | 0.00 ON
13 outlst_name_13 0.0 000 | 0.0 ON 14 outlet_name_14 0.0 000 | 0.00 ON
15 outlet_name_15 0.0 0.00 0.00 ON OFF 16 outlet_name_16 0.0 0.00 0.00 ON OFF
Click outlet icon for sstting Click outlet icon for setting

* Press F11 to enlarge or diminish the screen

A~ N
O Save new data input l‘ Synchronize this device fims with computer
~— —

Discard new data input

A Once ATS current loading is over the rated input current, input switching is NOT allowed either by local

or remote

UM-IP-ATS-03-S-Q323V1 P.11 www.austin-hughes.com



<1.7 > ATS-03-S GUI

In < Outlet details >,
- Change PDU outlet name
- Change " Power up sequence delay " ( Outlet Switched PDU only )
- Change " Alarm amp. ", " Rising alert amp. " & " Low alert amp. "
( Outlet Measurement PDU only )
Click " Apply " to finish the above settings
- Click " Reset " to reset peak amp. or kWh ( Outlet Measurement PDU only )

Outlet detaila

Model : ATS-H16C13-32A-WSi
Status Connected

Mame Default_ATS_name
Location : Default_ATS_loc.

A

Outlet : |E| )

Name : Ioutlet_name_m
tatus : ON

Power up sequence delay : |1

Load amp : 0.0
Alarm amp : 5-5.0 |
R. alert amp : i.0.0 |
L. alert amp : i_o.o |
Peak amp : 0.0 2015/01/01 00:00:00 Resst
kWh : 0.00 2015/01/01 00:00:00 |  Reset |
Save new data input Exit | Retum to previous page
Cancel Dizcard new data input

UM-IP-ATS-03-S-Q323V1 P.12 www.austin-hughes.com



<1.8 > System

In < System >,

Change the built-in IPD-03-S name & location
Change temperature unit displayed in GUI

Set “ Date & Time ” of the ATS ( by “ Manually ” or “ NTP server ” ). Default is “ Manually ”

Click “ Apply “ to finish the above settings

&G °c O °F

Temperature unit :

Date & Time 2007-01-01 20:16:34

Time zone :

Time setting : | Synchronize with NTP server v |

NTP server : |time.google.com
Web Access

Protocol : HTTPS ~

Port : ( Default: 443 )

System
Device
Status MName |defau!t_ats_name |

Location : |defau|t_ats_|ﬂ[: |
bl Temperature unit : b E =
Network
Logn Date & Time 2023-02-21 15:45:35
o haem ey Time zone GMT+05:00 w
» Domain/LDAP Time setting [ Manually |
AR Date (YYYY-MMDD):  [2023-02-21 |
T Time [15 v | {45 %] [35 +]
MNotification
Sysiog Web Access
e Protocol HTTPS w

Port - [443  |(Default 443)

S5L Cerificate ® Use default cerificats

) Use custom certificate
Resst to Factory Default | | Reboot System

System
Name : |defau|1_aTs_name |
Location : |defau|1_a¢5_loc. |

SSL Certificate : ® Use default certificate
O Use custom certificate
| Apply | | Cancel | | Reset to Factory Default | | Reboot System

UM-IP-ATS-03-S-Q323V1
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<1.9> Network

- Change the “IPv4 address ”, “ IPv6 address ", “ Subnet mask ” & “ Gateway ”
( For static IP setting only )

- Select“ON ”in “ DHCP ” to enable DHCP setting. Default is OFF
( For DHCP setting, please refer to < 1.10 > DHCP Setting. )

- Enter the IP address of “ Primary DNS ”. Default is 8.8.8.8

- Enter the IP address of “ Secondary DNS ”. Default is 0.0.0.0

- Click “ Apply ” to finish the above settings.

MNetwork

LAN zettings

DHCP

IPv4 address : |192_1e»5_-3-.1 |
IPvE address : | :ff.c0a8:1/120 |
Subnet mask ; |255.255.255.0 |
Gateway | 192.168.0.254 |
Authentication | Mone V|

DNS

Manually configure DMS server
Primary DNS : |5.a.s.a |
Secondary DNS [0.000 |

UM-IP-ATS-03-S-Q323V1 P.14 www.austin-hughes.com



<1.10 > DHCP Setting

Step 1. Connect the Intelligent ATS to the computer ( Please refer to < 1.6 > IP Configuration )

Step 2. Open Internet Explorer ( I.E. ), version 11.0

Step 3. Enter the configured ATS's IP address into the address bar
( Please refer to < 1.6 > IP configuration )

Step 4. Enter the “ Login name “ & “ Password “.
Default login name : 00000000
Password : the one you set in Step 7 of < 1.6 > IP Configuration

Step 5. Select “ Network ” from the left navigation pane

Status
Setting
System
Metwork
Login
+ Local User
« Domain/LDAP
SNMP

SHNMP Traps
Motification
Syslog

Firmware

Step 6. Select “ ON ” from “DHCP ” & Click “ Apply ” to save the settings.

Network

LAN zettings

DHCP Ol W

IPv4 address : 152.168.0.1

IPvE address : cfitclad 1120

Subnet mask : 255.255.255.0

Gateway 1921680254

Authentication | Mone e

DMN5

Manually configure DMNS server

Primary DNS - 28283 |

Secondary DNS l0.0.00 |

| Apply | | Cancel |
UM-IP-ATS-03-S-Q323V1 P.15
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Device

Status

Setting

System
Network

Login

« Local User
« Domain/LDAP
SNMP

« SNMP Traps
Notification
Syslog

Firmware

<1.10 > DHCP Setting

Step 7. Select “ Firmware “ from the left navigation pane

Step 8. Record the “ Device MAC address ”

Status

Setting

System
Network

Login

« Local User
« Domain/LDAP
SNMP
Motification
Syslog

Firmware

Firmware

Device information
Device :
Firmware version:

Hardware revision:

LAN information
IPv4 address
IPvi address
MAC address

Upgrade firmware

File path

Warning : Upgrading firmware may take a few minuies,

ATS-03-5
ATS-03-FW-v1.1
20

2 192.168.0.1
. offii.c0as: 14120
: 20:0A:0D:63:00:2D

' Browse

please don't furn off the power or press the reset button.

UM-IP-ATS-03-S-Q323V1

P.16

Step 9. Assign an IP address to the Intelligent ATS from your DHCP server.
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<1.11> Login

In < Login >, you can login the ATS WEBUI by “ Local User ” or “ Domain/LDAP ” login.
( Default login : “ Local User ")

Local User:

- Change “ Login name ” OR “ Password ”
- Re-enter password in “ Confirm password ”
- Click “ Apply ” and “ OK “ on the pop up window to make changes effective

Web Ul

Device

Status Password

« Details Login name : 00000000

Sensor Password : ssssnsens
Confirm password : ‘Hlmou

| seting |

System C Apply ) Cancsl

Network

Login

+ Domain/LDAP

SNMP

» SNMP Traps

Notification

Syslog

Firmware

Domain/LDAP :

Default Join Domain is “ Disable “

Enable “ Join Domain ” only when you want to login the ATS WEBUI by AD server

Enter “ AD Server ”,“ Account Login” & “ Password ”
Click “ Apply ” and “ OK “ on the pop up window to make changes effective

You can now go to “ Domain Users ” to assign access right to the “ Domain Users ” or
the “ Domain Group ”

Domain / LDAP

Domain w

Join Domain :

AD Server :

Account Login :

Password :

® Enable

O Disable

| austin-hughes.dc

| administrator @ austin-hughes.dc |

| Aply

| Cancel
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<1.11 > Login

In “ Domain Users Setting ”,

- Click “ Update domain data ” to update domain user list.

- Assign access right ( No access / Allow / Deny ) to “ Domain Users ” and click “ Apply ” .
- The Domain User assigned “ Allow “ access right can login the ATS WEBUI.

Domain Useras Setting

Account Login : i administrator @ austin-hughes.dc

Password : sesserne

Update user list

Mo.  Domain User Mo access Allow Deny
1. Administrator O] &
2 DefaultAccount @® )
% Guest O] (]
4 databaseadmin &y O]
[ appy | [ cancel |

In “ Domain Users Setting ”,

- Click “ Update domain data ” to update domain group list.

- Assign access right ( No access / Allow ) to “ Domain Group ” and click “ Apply ” .
- The Users of the Domain Group assigned “ Allow “ access right can login the ATS WEBUI.

Domain Usera Setting

Account Login : | administrator @ austin-hughes.dc

Paszsword :

Update user list
Daomain Group |

Mo.  Domain Group

1. Access Control Assistance Operators
2 Account Operators

3 Administrators

4 Allowed RODC Password Replication Group
5 Backup Operators

[ cancal |

Mo access

®

®
®
®
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Domain/LDAP :
Default LDAP Authentication is “ Disable “
Enable “ LDAP Authentication ” only when you want to login the ATS WEBUI by LDAP server

Enter “ LDAP Server ”,

Select “ Protocol "( LDAP / LDAPS ). Default is “ LDAP *

Enter “ Port “. Default is “ 389

Select “ Encrytion ’( None / SSL ). Default is “ None “

Enter “ Base DN .

Enter “ Account Login” & “ Password ”.
Click “ Apply ” and “ OK “ on the pop up window to make changes effective

You can now go to “ LDAP Users ” to assign access right to the “ LDAP User ” or the “

LDAP Group ”

Domain / LDAP

LDAP Authentication: ® Enable O Disable

LDAP Server : Iauatin-hughaﬁ.dc |
Protocol : |TF"—V|

Port : 369 |
Encrytion : i@

Base DN - idc:austin-hughes,dc:dc |
Account Login : !admin]sirator@aumin—hughas.dc |
Password ['--| o ]
Q Apply )| | Cancel

UM-IP-ATS-03-S-Q323V1

P.19

www.austin-hughes.com



<1.11> Login

In “ LDAP Access Setting ”,
- Click “ Update domain data ” to update domain user list.

- Assign access right ( No access / Allow / Deny ) to “ LDAP User ” and click “ Apply ” .

- The LDAP User assigned “ Allow “ access right can login the ATS WEBUI.

LDAP Access Setting

coount Login : iadminislralor@austin—hughes.dc |

Password :

Update user list

[LDAP User ~

MNo. LDAFP User Mo access Allow Deny
1. Administrator ® & L]
2 DefaultAccount @ D)
3. Guest ® L] (@]
4 databaseadmin 3 @

| Apply | | Cancel |

In “ LDAP Access Setting ”,
- Click “ Update domain data ” to update domain user list.

- Assign access right ( No access / Allow / Deny ) to “ LDAP Group ” and click “ Apply ” .
- The LDAP Group assigned “ Allow “ access right can login the ATS WEBUI.

LDAP Access Setting

Account Login : !adminislrator@austin—hughes.dc |
Password : G |
Mo. LDAP Group Mo access Allow
1. Access Control Assistance Operators ® ]
2 Account Operators £ ®
3 Administrators O} O
4 Allowed RODC Password Replication Group ® £
5 Backup Operators ® L ]
(| ApaD | Cancel |
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<1.12> SNMP Setup

The intelligent ATS has SNMP ( v1/v2 or v3 ) function which is capable of integration of 3rd party
DCIM to achieve centralized monitoring for power, cooling and environment factors across facilities
and IT systems.

(1). Accessing MIB Files

Step 1. Click the following link to go to the mangement software download page :
http://www.austin-hughes.com/resources/software/infrapower

Step 2. Select the MIB file of the intelligent ATS

(11'). Enabling SNMP Support

i. The following steps summarize how to enable the ATS for SNMP v1 / v2 support.

Step 1. Connect the ATS to a computer. ( Please refer to < 1.6 > IP configuration )
Step 2. Open the Internet Explorer ( I.E. ) version 11.0

Step 3. Enter the configured ATS's address into the address bar
( Please refer to < 1.6 > IP configuration )

Step 4. Enter the “ Login name “, “ Password “
Default Login name : 00000000
Password: the one you set in Step 7 of < 1.6 > IP Configuration.

Step 5. Select the SNMP from the left navigation pane

Status
Setting
System
Network
Login

« Local User
« Domain/LDAP
( SNMP

«  SNMP Traps
Notification
Syslog

Firmware
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Step 6. The SNMP settings window appears as below :

SNMP

SNMF agent : ® Enable () Disable
SMMP version : !ml

SNMP port w1 |

sysContact human.being=nobody @but.you=
syzLocafion : Earth

syshame : |ATS—E|3-S

SNMP configuration

Read community : |public

Wirite community ipri\rate

Station 1 : () Deactivate @ Activate
Trap Station [P : |1’5-2.1G%.-3.1-}3

Trap port _162

Trap community : | private

Stafion 2 :
Trap Station IP
Trap port

Trap community :

® Deactivate

O Activate

[192.188.0.254

162 |

i private

Stafion 3 :

Trap Station [P :

Trap port

Trap community :

® Deactivate () Activate

[192.168.0.254 |

[private |

Step 7. Click “ Enable “ in “ SNMP agent “ to start the SNMP agent service

Step 8. Select “ v1/v2 “ in “ SNMP version “

Step 9. Input “ SNMP port “. Default is 161.

Step 10. Input “ sysContact “. Default is human.being<nobody@but.you>

Step 11. Input “ sysLocation “. Default is Earth

Step 12. Input “ sysName “. Default is ATS-03-S

Step 13. Input “ Read Community “. Default is public

Step 14. Input “ Write Community “. Default is private

Step 15. Click “ Activate “ in Station 1 to enable the trap service

Step 16. Input “ Trap Station IP “, “ Trap Port “ & “ Trap Community “ of Station 1

Step 17. Repeat Step 15 & 16 for Station 2 & 3

Step 18. Click “ Apply “ to fi nish the SNMP v1 / v2 settings
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ii. The following steps summarize how to enable the ATS for SNMP v3 support.
Step 1. Connect the ATS to a computer. ( Please refer to < 1.6 > IP configuration )
Step 2. Open the Internet Explorer ( I.E. ) version 11.0

Step 3. Enter the configured ATS's address into the address bar
( Please refer to < 1.6 > IP configuration )

Step 4. Enter “ Login name “, “ Password “
Default Login name : 00000000
Password: the one you set in Step 7 of < 1.6 > IP Configuration.

Step 5. Select SNMP from the left navigation pane

Device
Status
Setting
System
Network
Login

« Local User
« Domain/LDAP
>

«  SNMP Traps
Notification
Syslog

Firmware

Step 6. The SNMP Settings window appears as below:

SNMP

SNMP agent : O Enable @® Disable

SNMP version : vifvg v

SNMP port : [161 |

sysContact : |human.being<nobedy @but.you- |

sysLocation : |Ear1h |

sysName : |ATS-03-S |

SNMP configuration

Read community : |public |

Write community : |prwate |

Station 1: Deactivate Activaie Station 2 : Deactivate Activate Station 3 : Deactivaie Activate

Trap Station IP : [192.168.1.113 | Trap Station IP : [192.168.0.254 | Trap Station IP: [192.168.0.254 |
Trap port : 162 Trap port : 162 Trap port : 162

Trap community : |prwate | Trap community : ‘private Trap community : |private |
| Apply \ \ Cancsl \
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Step 7. Click “ Enable “ in “ SNMP agent “ to start the SNMP agent service

Step 8. Select “ v3 “ in “ SNMP version “ & the SNMP v3 settings window appears as below :

SNMP

SNMP agent : ® Ensble ) Disable

SHMP version : V3w

SNMP port |T|

sysContact human.bging=nobody@but.you=
sysLocation : Earth

syshame : !ATS—EIS-S |

SNMP configuration

User1: ) Deactivate @ Activate User2: @ Deactivate () Activate User3: @ Desactivate O Activate

User role : @l User role eadonly W User role : read only W

USh user : iusm_usen | USM user : |u5|‘1_ueer2 | LISM user : usm_userd |
Auth algorithm I’rﬁﬁ?i Auth algorithm lone W Auth algorithm one v

Auth password i """""" | Auth password |'*""" | Auth password i"""" |
Privacy algorithm lone had Privacy algorithm : lone & Privacy algorithm

Privacy password : """" | Privacy password |'*""“ | Privacy password :' |
SHMP trap [ Disabled v | SNMP trap Disabled v SMNMP trap Disabled v

Trap Station IP i1'52.1€?.:.1-:-: | Trap Station IP |1'52.1€8.-:.25i Trap Station IP i1'52.1€’3.:.25£

Trap port !-1-::2_| Trap port EE_| Trap port !-1-52_

| Apply | [ caneal |

Step 9. Input “ SNMP port “. Default is 161.

Step 10. Input “ sysContact “. Default is human.being<nobody@but.you>
Step 11. Input “ sysLocation “. Default is Earth

Step 12. Input “ sysName “. Default is ATS-03-S

Step 13. Click “ Activate “ in User 1

Step 14. Select “ Read Only “ or “ Read & Write “ in User role :

Step 15. Input the name of “ USM user “ . Default is usm_user1

Step 16. Select “ None / MD5 / SHA “ in “ Auth algorithm “.
If you select “ Read & Write “in “ User role: “,
you MUST select “ MD5 / SHA “ in “ Auth algorithm “

Step 17. Input the “ Auth password: “ Default is “ 00000000

Step 18. Select “ None / DES / AES / AES192 /| AES256 “ in “ Privacy algorithm “.
If the Auth algorithm is “ NONE “ , NO privacy algorithm can be selected.

Step 19. Input the “ Privacy password “

Step 20. If you want to receive trap message, select “ Enable “ in SNMP trap
Step 21. Input the “ Trap Station IP “ & “ Trap port “

Step 22. Repeat step 13 to 21 for User 2 & 3

Step 23. Click “ Apply “ to fi nish the SNMP v3 settings.

UM-IP-ATS-03-S-Q323V1 P.24 www.austin-hughes.com



<1.13 > Notification

In < Notification >, you can configure the alarm email server & max. 5 email recipients to receive
alarm notifications from the IP dongle.
Default is “ Disable ”.

Step 1. “ Enable ” alarm email

Step 2. Enter “ SMTP server ” and “ SMTP port ”. Default is “ Port 25 ”

Step 3. “ Enable ” or “ Disable ” the “ SMTP authentication “. Default is “ Disable ”

Step 4. Enter “ User name “ and “ Password “ when SNMP authentication is enabled

Step 5. Select the “ secure connection “ ( None, SSL/TLS & STARTTLS ). Defaultis “ None ”
Step 6. Enter the “ Sender Name ” and “ Sender Email ”

Step 7. Enter the “ Alarm Interval ”. ( Min. 10, Max. 60 mins )

Step 8. Enter the alarm recipient email account in “ Recipient 01 ”

Step 9. Repeat step 8 for other recipients

Step 10. Click “ Apply “ to finish the alarm email server setting

Email Notification

Alarm email : ® Enatle O Disable

SMTP =erver : |smtp.austin-hughes.com |
SMTP port : { Default: 25 )
Authentication :

User name : |sender@mai|.com |
Password : |'"'"""""' |
Secure connection :

Sender name : |Email alarm |
Sender email : |sender@mai|.com |

Interval (minutes) : {Min. 10, Max. 60)

Recipient 01 : recipient-01 @ mail.com

Recipient 02 :

Recipient 04 :

|
|
Recipient 03 : |
|
|

Recipient 05 :

2y D [ _cancel |
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In < Syslog >, you can view the latest 2000 device and system log

Syslog
# Type

1 Sy=tem
2 Device
K] System
4 Device
3 Device
5] Device
7 Device
] Sy=tem
<] Sy=tem
10 System
11 Device
12 System
13 Sy=tem
14 System
15 System
16 Sy=tem
17 Sy=tem
12 Device
18 Device
20 Device
21 Device

Date & Time

2023-02-21 15:55:11
2023-02-21 15:54:36
2023-02-21 15:53:33
2023-02-21 09:13:38
2023-02-21 09:13:02
2023-02-20 15:09:59
2023-02-20 15:05:03
2023-02-20 15:07:42
2023-02-20 15:06:58
2023-02-20 15:06:57
2023-02-20 15:06:32
2023-02-20 15:06:24
2023-02-20 15:06:17
2023-02-20 15:05:34
2023-02-20 15:05:10
2023-02-20 15:04:00
2023-02-20 15:03:58
2023-02-20 18:01:55
2023-02-20 17:05:14
2023-02-20 14:20:03
2023-02-20 14:19:32

Event

Change SMNMP Settings

Input switch - Primary

Change SMNMP Settings

Switch outlet power OMN{1) - Circuit & - Outlet 4 (04 | outlef_name_04 )
Switch outlet power OFF(D) - Circuit A - Outlet 4 (04 | outlet_name_04 )
Input switch - Secondary

Switch outlet power OMN{1) - Circuit A - Outlet 4 (D4 , outlet_name_04 )
2023-02-20,18:07-42 1 +0500 - User{II0000K) from IP 152.168.0.100 login successfully.
Change location to (default_ats_loc.)

Change name to (default_ats _name)

ATS reconnection

Start monitoring service

ATE-03-5 is started.

Rebooting...

2023-02-20,18:05:10.1,+0300 : User{FI000EKD) from IP 152.168.0.100 login successfully.
Change location to (default_ats_loc )

Change name to (default_ats _name)

Input switch - Primary

Switch outlet power OFF(0) - Circuit A - Outlet 4 (04 | outlet_name_04 )
Change cutlet alarm amp.(045) - Circwit A - Outlet 2 (02 | outlet_name_02 )

Change cutlet rizing alert amp.(023) - Circuit A - Outlet 2 (02 | outlet_name_02 )
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<1.15> ATS Firmware Upgrade

For function enhancement of the intelligent ATS WEBUI , please take the following steps to remotely
update the ATS firmware :

Step 1. Click the following link to go to the mangement software download page :
http:/www.austin-hughes.com/downloads/IPDL/IPDfirmware.html

Step 2. Select the appropriate firmware file for intelligent ATS ( IPD-03-S built-in )
Step 3. Connect the intelligent ATS to the computer. ( Please refer to < 1.6 > IP configuration )
Step 4. Open the Internet Explorer ( I.E. ) version 11.0

Step 5. Enter the configured ATS's IP address into the address bar
( Please refer to < 1.6 > |IP configuration )

Step 6. Enter “ Login name “ & “ Password “.
Default Login name : 00000000
Password: the one you set in Step 7 of < 1.6 > IP Configuration.

Step 7. Select the Firmware from the left navigation pane

Status

Setling

System

Network

Login

« Local User

« Domain/LDAP
SNMP

«  SNMP Traps
Notification

Sy=log
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Step 8. The firmware upgrade window appears as below :

Firmware

Device information

Device : ATZ03-5
Firmware version: ATZ03-FW-v1.1
Hardware revision: 20

LAN information

IPvd address 2 182.168.0.1

IPvE address : ffifc0as:1/120

MAC address  20:04:0D:63:00:2D

Upgrade firmware

File path

Warning : Upgrading firmware may take a few minutes,
please don't furn off the power or press the reset button.

Step 9. Click “ Browse ” and select the firmware file ( xxx.enc ) from the specific path in the pop up
window and Click “ Open ”

Step 10. Click “ Upgrade ” to start the upgrade process. It takes a few minutes to complete.
( DO NOT close the web browser or refresh the web page during the upgrade process. )

Step 11. Once complete, the login page will display again. ( If the login page does not display, open a
new tab and try to access the login page. )
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<1.16 > Bulk Firmware Upgrade

< Bulk Firmware Upgrade via DHCP/TFTP >

If a TFTP server is available, you can use it to perform firmware upgrade for a huge number of
intelligent ATS ( IPD-03-S built-in ) in the same network.

A * The feature of bulk firmware upgrade via DHCP/TFTP only works on intelligent ATS
( IPD-03-S built-in ) directly connected to the network.
* The bulk firmware upgrade can ONLY be performed via IPv4 network.

< Procedure for Bulk Firmware Upgrade >

The bulk firmware upgrade feature only available for intelligent ATS ( IPD-03-S built-in) firmware
version v1.1 or above. Ensure the intelligent ATS ( IPD-03-S built-in ) firmware is v1.1 or above
before you want to perform the upgrade.

Steps of using DHCP/TFTP for bulk firmware upgrade

Step 1. Change IP dongle firmware file in .enc format to ATS firmware file in .enc format
Step 2. Configure your TFTP server properly. See TFTP Requirements
Step 3. Put ALL required files into a folder and COPY the folder to the TFTP root directory

Step 4. Properly configure your DHCP server so that it refers to the file “ fwupdate.cfg ” on the TFTP
server for your intelligent ATS. See DHCP IPv4 Configuration in Windows

Step 5. Make sure all of the intelligent ATS use DHCP as the IP configuration method and have been
directly connected to the network.

&) e default IP configuration of intelligent ATS is “ STATIC ”
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Step 6. Reboot the Intelligent ATS. The DHCP server will execute the commands in the
“ fwupdate.cfg ” file on the TFTP server to upgrade those intelligent ATS supporting DHCP
in the same network. You can Click “ Reboot System ” in “ System ” of intelligent ATS GUI.

System

MName :

Location :

Temperature unit :

Date & Time
Time zone :

Time =etting :

Time

Web Access
Pretecol
Port :

S5L Certificate

Date (Y y-MM-DD)

|-:Iefa ult_ats_name

|defaull_at5_lo|:.

| Cc E1EE

2023-02-21 15:45:35

GMT+D8:00 w

[ Manually

v

[2023-02-21

[15w] {45 »] -[35 +|

HTTPS w |

443 { Default: 443 )

'™ Use default certificate

L Use custom certificate

Reset to Factory Default |

Reboot System

a You must enable firmware upgrade via DHCP in SSH ( default is ENABLED ) and input
the username and password for bulk firmware upgrade in the “ fwupdate.cfg ” file. You can change the
username and password for bulk firmware upgrade via SSH. See Configuration of username / pass
word for bulk firmware upgrade.
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<1.16 > Bulk Firmware Upgrade
Configuration of username / password for bulk firmware upgrade

Step 1. Access the SSH using putty

Step 2. Input the login name and password to login the CLI.

-v1.1

Ruto lover: D ble

[ LAN 1 {lDbDi ]

11

Step 3. Select “ (U) Firmware upgrade ” and “ Enter”

9) &
KEKREKRKKRKKRIR KRR

Input menu item n umk
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<1.16 > Bulk Firmware Upgrade

Step 4. Select “ (5) Change firmware upgrade authentication ” and “ Enter”

T A

Input menu

T

Step 5. Select “ (1) Change authentication name ” or “ (2) Change authentication password ” to
change the username or password for bulk firmware upgrade purpose.

Input menu item numk

menu

help) :

R e R e

Firmware upgrade authentication
o

Input menu item num
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< TFTP Requirements >

To perform bulk firmware upgrade successfully, your TFTP server must meet the following require-
ments :

A » Able to work with IPv4
» Afolder containing all required files is available in the TFTP root directory. The folder name MUST be the same
as the String value of the Magic code. Details please refer to DHCP IPv4 Configuration in Winodws
* The TFTP server supports the write operation including file creation and upload.

< DHCP IPv4 Configuration in Windows >

Please follow the procedures below to configure your DHCP server. The illustration below is based
on Microsoft Windows Server 2019

Step 1. Add a new vendor class for Austin Hughes Intelligent ATS

- Right Click the IPv4 node in DHCP to select Define Vendor Classes ( under server
manager, select tools > DHCP

- Click “ Add ” to add a new vendor class.

DHCP Vendor Claszes

Available classes:

Name | Description |
Microsoft Windows 20 Microsoft vendor-specific option .
Microsoft Windows 58 ...  Microsoft vendor-specific option...
Microsoft Options Microsoft vendor-speciic option...

i

Close

.

- Specify a unique name for this vendor class and type the binary codes of “ InfraPower ” in
the New Class dialog. The vendor class is named “ InfraPower ” in this illustration.

New Class ? ®
Display name:
|IrrfraP0wer
Description:
|IrrfraP0wer
10: Binary: ASCII:
oooo 49 B6E 66 Y2 Bl 50 6F 77 InfraPow
goos  s5 72 =1

ok | cancel |
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Step 2. Define one DHCP standard option — Vendor Class Identifier
- Right Click the IPv4 node in DHCP to select Set Predefined Options.

- Select “ DHCP Standard Options ” in the “ Option class ” field, and “ Vendor Class Iden-
tifier ” in the “ Option name ” field. Leave the String field blank.

Predefined Options and Values ? =
Option class: DHCF Standard Options LI
Option name:

Descriptian:

—Value

String:

ok | cancel |

Step 3. Add four options to the new vendor class “ InfraPower ” in the same dialog. The fourth option
is an optional item if the UDP port you set for the TFTP server is NOT 69.

- Select “ InfraPower ” in the “ Option class ” field.

Predefined Options and Values 7 x
Option class: InfraPower ;I
Ot ) DHCP Standard Options
ption name: Microsoft Windows 2000 Options

Microsoft Windows 58 Options

Microsoft Options

Raritan PDU

- vInfraBox
Descrton
— Walue
QK I Cancel
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- Click “ Add “ to add the first option. Type “ update-server ” in the Name field, select
String as the data type, and type 1 in the Code field and Click “ OK “.

Option Type ? X
Class: InfraPower
Mame: Iupdate-senrer
Data type: IString ;I ™ Amay
Code: I 1
Description: I
1@; Cancel |

- Click “ Add “ to add the second option. Type “ update-control-file ” in the Name field,
select String as the data type, and type 2 in the Code field and Click “ OK “.

COption Type 7 e
Class: InfraPower
Mame: Iupdate-corrtrol-file
Data type: Istn'ng ﬂ [~ Amay
Code: I 2
Description: I
1i Cancel |

- Click “ Add “ to add the third option. Type “ update-magic ” in the Name field, select
String as the data type, and type 3 in the Code field and Click “ OK “.

Option Type ? *
Class: InfraPower
Name: Iupdate-magic
Data type: | string x| T Amay
Code: I 3
Description: I
1' Cancel |
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<1.16 > Bulk Firmware Upgrade

- Click “ Add “ to add the fourth option. Type “ update-port ” in the Name field, select String as
the data type, and type 4 in the Code field and Click “ OK “.

Option Type ? *
Class: InfraPower
Name: |update por

Data type: IString vl [~ Amay
Code: I 4

Description: I
( 0K ) Cancel |

Step 4. Create a new policy associated with the “ InfraPower ” vendor class.
- Right Click the Policies node under IPv4 to select New Policy.
- Specify a policy name and click “ Next “. The policy is named “ InfraPower ” in this illustration.

DHCP Policy Configuration Wizard
Policy based IP and Option i .1

This feature allows you to distribute configurable settings (IP address, DHCF options) to
clients based on certain condtions (e.g. vendor class, user class, MAC address, etc )

This wizard will guide you setting up a new policy. Provide a name (e.g. YolP Phone
Configuration Policy) and description (e.g. NTP Server option for VolP Phanes) for your
policy.

Policy Mame: I InfraPower|

Description: I

< Ba> Cancel

- Click “ Add “ to add a new condition
- Select the vendor class “ InfraPower ” in the Value field, click “ Add “ and then “ OK “.

Add/Edit Condition ? it

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Criteria: I‘u’endorCIass LI

Operator: IEquaIs LI

—Value(s)

Vae: 1 aa |

™ Prefix wildeard(")
[~ Append wildcard(")

InfraPower Remove |

ok |) Cancel |
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- Click “ Next “.

- Select “ DHCP Standard Options “ in the “ Vendor class ” field, select “ 060 Vendor
Class Identifier ” from the Available Options list, and type “ InfraPower ” in the “ String

value ” field.

DHCP Policy Configuration Wizard

Configure settings for the policy

If the conditions specified in the policy match a client request, the settings will be @J

applied.

Vendor class: [DHCP Standard Options |
Awailable Options | Description -~
060 Vendor Class Identifier
[ 064 NIS+ Domain Name The name of the client’s NIS+
[J D65 NIS+ Servers Alist of IP addresses indicatine ¥
< >

— Data entry

String value:
InfraPower

- Select the “ InfraPower ” in the “ Vendor class ” field, select ” 001 update-server ” from
the Available Options list, and type your TFTP server’s IPv4 address in the “ String value ”

field.

DHCP Policy Configuration Wizard

Configure settings for the policy

applied.

if the conditions specified in the policy match a client request, the settings will be @J

Vendor class: InfraPower

Awvailable Options | Description

001 update-server

[J 002 update-controlfilz

[ 003 update-magic

[ 004 vendorclass vendorclass

— Data entry
String value:
[192.168.0.1

< Back

Mext = Cancel
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<1.16 > Bulk Firmware Upgrade

- Select “ 002 update-control-file ” from the Available Options list, and type the filename *
fwupdate.cfg ” in the “ String value ” field.

DHCP Palicy Configuration Wizard

Configure settings for the policy o
If the conditions specified in the policy match a client request, the settings will be
applied.

Vendor class:

| InfraPower j

Available Options Description ~
001 update-server
D02 update-controlfile
[ 003 update-magic
[J 004 vendorclass vendorclass N
Data entry

String value:

|fwupda{e cfg

<Back |f Net> 1 | Cancel

- Select “ 003 update-magic ” from the Available Options list, and type folder name of the
files you stored in the root directory of the TFTP server in the “ String value ” field. This

String value is the magic code to prevent the fwupdate.cfg commands from being executed
repeatedly.

DHCP Policy Configuration Wizard

Configure settings for the policy e
if the conditions specified in the policy match a client request, the settings will be

applied.

Wendor class: | InfraPower ﬂ

Awvailable Options Description -~
001 update-server
002 update-cortrolile
003 update-magic
[1 004 vendorclass vendorclass w7
Data entry

String value:

|ATS-03-FW-v1.1

<Back | Next> | Cancel

& The magic code is transmitted to and stored in Intelligent ATS at the time of executing the “ fwupdate.
cfg ” commands. The DHCP/TFTP operation is triggered ONLY when there is a mismatch between
the magic code in DHCP and the one stored in the Intelligent ATS. Therefore, you must modify the
magic code’s value in DHCP when intending to execute the “ fwupdate.cfg ” commands next time.
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<1.16 > Bulk Firmware Upgrade

- Select “ 004 update-port ” from the Available Options list, and type UDP port number
you set for the TFTP server in the “ String value ” field. Port number 69 is used in this

illustration.

DHCP Policy Configuration Wizard
Configure settings for the policy

applied.

If the conditions specified in the policy match a client request, the settings will be

Vendor class: I InfraPower

=

Awvailable Options | Description

~

001 update-server
002 update-cortralile
003 update-magic
004 update-port

— Data entry

String walue:

|59

< Back

Next Cancel

- Click “ Next “ and “ Finish “ to complete the setup.
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<1.16 > Bulk Firmware Upgrade

Description of Devices.csv

A B C D E
1 1 20:04:0D:FF.CA:BF  192.168.0.123 192.168.0.1
1 1 20:04:0D:FF:3C:E6  192.166.0.122  192.168.0.1

#-tkeep this be the last line of this file—

L I SR S

Column A & B is reserved for future use
Column C is the MAC address of the network interface of Intelligent ATS.

Column D & E is the IP address of the network interface of the Intelligent ATS and the TFTP
server respectively.

Description of fwupdate.cfg

Trwpdate oo T

Eile Edit Format View Help

[UPFWCFG]

user=admin
password=123abc???
logfile=log. txt
device_list=devices.csv
allow_downgrade=yes
force_update=yes
firmware=ATS_03_FwW_vl_1.enc
match=mac:3

First and second row is the user and password for authentication of bulk firmware upgrade which
can be configured via SSH. Details refer to Section “Configuration of username / password
for bulk firmware upgrade”.

Fourth row tells the TFTP server to generate a log file after bulk firmware upgrade is performed.
It is stored at the same location of the fwupdate.cfg and the filename is the same as the MAC
address of the Intelligent ATS.

Fifth row lets Intelligent ATS to check if its" MAC address exists in the column 3 of devices.csv to
execute the firmware upgrade.

Eighth row is the firmware version you want to upgrade, it MUST be the same as the filename of
the firmware stored in the folder under the root directory of the TFTP server.
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<1.17 > 802.1X authentication

User Guide of 802.1X Authentication

802.1X is an authentication protocol which provides protected authentication for secure network
access with the use of a Radius server. It opens ports for network access when an organization
authenticates a user’s identity and authorizes them for access to the network. The user’s identity is
determined based on their credentials or certificate, which is confirmed by the RADIUS server.

802.1X authentication function ONLY available at Intelligent ATS ( IPD-03-S built-in ) firmware ver-

sion v1.1 or above.

Before configure the 802.1X authentication, ensure the system clock of the Intelligent ATS is set up
properly. Otherwise, the authentication will fail while the RADIUS server verifies the validity of the
certificate. You can go the System page to set up the date and time of the Intelligent ATS.

S5L Cerificate

System
Device
Status Mame :
Location :
Setting
bl Temperature unit :
Network
Lopin Date & Time
« Local User ) )
Time zone ;
« Domain/LDAP Time setting
ROE Date (™Y -MM-DD)
« SHNMP Traps Time
MNotification
Ayiog Web Access
Firmware Protocol
Port :

|def.§|ult_ats_name |

|defau|t_ats_|m: |

| E =

2023-02-21 15:45:35

[ GMT+08:00 v

[ Manuzlly |
|2023-02-21 |
[15 %] {45 %] -[35 ]|

HTTPS w

443 ||: Diefault: 443 )

® Use default cerfificate

- Use custom cerificate

Resat to Factory Default |

Reboot System

UM-IP-ATS-03-S-Q323V1

P.41

www.austin-hughes.com



<1.17 > 802.1X authentication

Please follow the procedures below to setup the 802.1X authentication in Intelligent ATS WEBUI.

Step 1. Login the Intelligent ATS’s WEBUI and go the Network.

Network

LAN zettings

DHCP -

IPv4 address ; |192.1aa.u.1 |
IPvE address : |::fiff-c0a8:1/120 |
Subnet mask ; |255.255.255.n:} |
Gateway - |192.1aa.u.254 |
Authentication : | Mong hd |

DNS

Manually configure DMNS server :
Primary DNS : |a.a.a.a |
Secondary DS - [0.0.0.0 |

Step 2. Click the Authentication pull down menu and you will see the authentication method.

Network

LAN zettings

OHCP - O W

IPv4 address : 152.165.0.1

IPvE address : fiffe0as: 1120

Subnet mask 2552552550

Gateway - 192.163.0.254

Authentication : Mone w
FPEAP

DNS TLS

hanually configure DNS senver :

Primary DNS : |r3.a.a.r3 |

Secondary DNS - 0.0.0.0 |

[ Apsly | [ Caneal |
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<117 > 802.1X authentication

Step 3. To use PEAP as authentication method, select PEAP. Then input the “ Identity ”, “ Password
”and “ CA certificate ” in PEM format. You can uncheck “ Enable CA certificate ” to bypass
the authentication using CA certificate.

Click “ Apply “ to save the configuration.

Network

LAMN =ettings
DHCP

IPv4 address :
IPvE address :
Subnet mask
Gateway
Authentication
Identity :
Password :

CA cerificate

DNS

Primary DMNS ;

Secondary DNS :

[on

152.168.0.1
fiife0ad: 1120
255.255.255.0

152.163.0.254

[ PEAR v

|adm1’nistrat0r |

[C] Enable CA certificate

Manually configure DMS server :

EEEX] |
[00.00 |

Cancel

[ apy  |) |
\

Step 4. To use TLS as authentication method, select TLS. Then input the “ Identity ”, “ Certificate ”,

“ Private key
CA certificate

are in PEM format )

Click “ Apply ” to save the configuration.

, “ Private key password ” and “ CA certificate ”. ( Certificate, private key and

Network

LAN seftings
DHCP

IPv4 address :
IPvE address .
Subnet mask :
Gateway

Authentication

192.168.0.1
fiff.c0as8: 1120

152.168.0.254

[TLs |

Identity |administrat0r |

Cerificate Browse
Certificate is required.

Private key - i Browse
Private key is required.

Private key password | """"" |

CA cerdificate | |
"] Enable CA cerificate

DNS

Manuslly configure DNS server

Prirnary DNS : EEEY] |

Secondary DNS - [oo00 |

|\Applr | ) [ GCancel |
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<1.18 > Command Line Interface ( CLI ) Access

Command Line Interface ( CLI ) allows you access the ATS via Telnet or Secure Shell ( SSH ) to
configure the system settings and login settings.

By default, CLI access via SSH is enabled and Telnet is disabled whereas Telnet can be enabled.

Telnet provides the basic security of authentication by user name and password, but not the high-
security benefits of encryption.

If you want high security access, you can use SSH for access to the command line interface. SSH
encrypts user name, password and transmitted data.
If you use SSH to access the command line interface, DISABLE Telnet.

CLI and ATS WEBUI shares the same login name & password
Default login name : 00000000
Password : the one you set in Step 7 of < 1.6 > IP Configuration

You can change the following settings via CLI access :
1. System settings
- Change temperature display unit : change the temp unit to be displayed in the WEBUI
- Change the system RTC date time : set the system time of the ATS
- Change network settings : change the IP settings of the ATS
- Change features & services
a. Enable / disable management software support. Default is Enabled.
b. Enable / disable SNMP agent. Default is Disabled.
c. Enable / disable WEBUI. Default is Enabled.
d. Enable / disable FTP server. Default is Disabled.
e. Enable / disable UDP ( When disabled, ATS CANNOT be found by IP setup utilities ).
Default is Enabled.
Enable / disable Telnet. Default is Disabled.
g. Enable / disable maintenance ( service ) account. Default is Disabled.
h. Enable / disable HTTPS. Default is Enabled.

—h

ii. Login settings
- Change login name
- Change login password
- Reset to default login name & password

1. Firmware upgrade
- Enable / disable firmware upgrade via DHCP ( For bulk firmware upgrade ). Default is
Enabled.
- Change firmware upgrade authentication ( change username and password for bulk
firmware upgrade authentication ).

UM-IP-ATS-03-S-Q323V1 P.44 www.austin-hughes.com



The company reserves the right to modify product specifications without prior notice and assumes no responsibility
for any error which may appear in this publication.

All brand names, logo and registered trademarks are properties of their respective owners.

Copyright 2023 Austin Hughes Electronics Ltd. All rights reserved.

UM-IP-ATS-03-S-Q323V1 www.austin-hughes.com



