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Legal Information
First English printing, April 2025
Information in this document has been carefully checked for accuracy; however, no guarantee is given to the correctness 
of the contents. The information in this document is subject to change without notice. We are not liable for any injury or 
loss that results from the use of this equipment.

Safety Instructions 
Please read all of these instructions carefully before you use the device. Save this manual for 
future reference.
■   Unplug equipment before cleaning. Don’t use liquid or spray detergent; use a moist cloth.
■   Keep equipment away from excessive humidity and heat. Preferably, keep it in an air-conditioned environment with  
      temperatures not exceeding 40º Celsius (104º Fahrenheit).
■   When installing, place the equipment on a sturdy, level surface to prevent it from accidentally falling and causing
  damage to other equipment or injury to persons nearby. 
■   When the equipment is in an open position, do not cover, block or in any way obstruct the gap between it and the  
      power supply. Proper air convection is necessary to keep it from overheating.
■   Arrange the equipment’s power cord in such a way that others won’t trip or fall over it. 
■   If you are using a power cord that didn’t ship with the equipment, ensure that it is rated for the voltage  and current  
      labelled on the equipment’s electrical ratings label. The voltage rating on the cord should be  higher than the one listed        
      on the equipment’s ratings label.
■   Observe all precautions and warnings attached to the equipment.
■   If you don’t intend on using the equipment for a long time, disconnect it from the power outlet to prevent being 
 damaged by transient over-voltage.
■   Keep all liquids away from the equipment to minimize the risk of accidental spillage. Liquid spilled on to the power    
      supply or on other hardware may cause damage, fi re or electrical shock.
■   Only qualifi ed service personnel should open the chassis. Opening it yourself could damage the equipment and 
 invalidate its warranty.
■   If any part of the equipment becomes damaged or stops functioning, have it checked by qualifi ed service personnel.

What the warranty does not cover
■   Any product, on which the serial number has been defaced, modifi ed or removed.
■   Damage, deterioration or malfunction resulting from:
      □   Accident, misuse, neglect, fi re, water, lightning, or other acts of nature, unauthorized product modifi cation, or 
  failure to follow instructions supplied with the product.
      □   Repair or attempted repair by anyone not authorized by us.
      □   Any damage of the product due to shipment.
      □   Removal or installation of the product.
      □   Causes external to the product, such as electric power fl uctuation or failure.
      □   Use of supplies or parts not meeting our specifi cations.
      □   Normal wear and tear.
      □   Any other causes which does not relate to a product defect.
■   Removal, installation, and set-up service charges.

Regulatory Notices Federal Communications Commission (FCC)
This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in business, 
industrial and commercial environments. 
Any changes or modifi cations made to this equipment may void the user’s authority to operate this equipment. This 
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the 
instructions, may cause harmful interference to radio communications. 
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause 
harmful interference to radio or television reception, which can be determined by turning the equipment off  and on, the 
user is encouraged to try to correct the interference by one or more of the following measures:
■   Re-position or relocate the receiving antenna.
■   Increase the separation between the equipment and receiver.
■   Connect the equipment into an outlet on a circuit diff erent from that to which the receiver is connected.
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** : For Z & M series PDU only

InfraPower PPS-04-S

Features
Capacity Max PDU number per Z series IP PDU 32

Concurrent Users 1
Enhanced
Features

Power-on Sequencing with Customized Delays
Customized Outlet Power-on Sequencing **
Outlet Grouping Across Linked PDUs **
Outlet ON / OFF / Power Cycle in Group **
Outlet Level kWh & Amp Measurement
Energy Consumption ( kWh ) Monitoring
Apparent Power ( kVA ) Monitoring
Power Factor Measurement
Circuit Breaker ( MCB ) Monitoring
Remote level & ID Setting for Cascaded iPDU

Basic
Features

Aggregate Current ( Amp ) Monitoring
Individual Outlet Switch ON / OFF
Temp-Humid Monitoring
Alarm Threshold Setting
Rising Alert Setting
Remote Access via Web
Graphic User Interface

PDU 
Series
Support

All Single & Three Phase iPDU
All Single & Three Phase Dual Feed iPDU
All Single & Three Phase inline meter
All Single & Three Phase Dual Feed inline meter

< Section 1 > General

< 1.1 > Key Features of PPS-04-S WEBUI
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< 1.2 > Z series IP PDU Meter Specifi cation
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< 1.3 > M series serial PDU Meter Specifi cation 
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You can confi gure the Z series IP PDU by connecting it to a computer or to a TCP/IP network that supports DHCP. 
If the computer or the TCP/IP network does not support DHCP, the Z series IP PDU will confi gure an IP address 
automatically. An IPv4 address 192.168.0.1 will be assigned to LAN 1 and an IPv4 address 192.168.11.1 will be 
assigned to LAN2. 

Confi guration over a DHCP-enabled network :
1. Connect a Cat 5e / 6 cable to one of the LAN port of Z series IP PDU.
2. Connect the other end of the Cat 5e / 6 cable to your TCP/IP network.
3. Get the DHCP assigned IPv4 address which can be found on the “ Network ” page of the touchscreen LCD 

display.
4. Open a web browser to enter the DHCP assigned IPv4 address into the address bar to access the login 

page.

Confi guration using a connected computer :
1. Connect a Cat 5e / 6 cable to one of the LAN port of Z series IP PDU and the computer. 
2. Confi gure the IP setting of the computer as the same network of the connected LAN port of the Z series IP 

PDU.
3. Default IP setting of the Z series IP PDU will be assigned automatically.

LAN 1 IP address : 192.168.0.1  LAN 2 IP address : 192.168.11.1
Subnet Mask :  255.255.0.0  Subnet Mask :  255.255.0.0
Gateway :   N/A   Gateway :  N/A

4. Open a web browser to enter the assigned IPv4 address into the address bar to access the login page.

< 1.4 > Initial Network Confi guration of Z series IP PDU
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< 1.5 > PDU Cascade

Wired Dual Lan

Wireless

Wireless

32 x PDU for 16 Racks

• One Z series IP PDU can connect max. 31 x PDUs ( M / Z series, One / Three Phase PDU )
• Daisy chain by Cat 5e / 6 cable
• Max. cable length 300M. (984 ft)

1st level

Z series IP meter

2nd level

M series Serial meter

3rd level

Z series IP meter

OUT port
to

LINK port

OUT port
to

LINK port

Up to 32 levels

• Only 1st level Z series IP PDU can provide the function of PPS-04-S
 ( Please refer to Section II for details )
• For those Z series IP PDUs act as expansion unit, please DO NOT connect any   
 LAN cable to LAN1 and LAN2 port of the Z series IP Meter.
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1. Open a browser and type the IP address of the Z series IP PDU.

2. The login page displays.  Input the login name and password. Default login name is “ 00000000 “ and  
 default login password is “ 00000000 “. You are required to change the login password if this is the   
 fi rst time you login the WEBUI

3. After change the login password, the login page changes as the image shown below. Input the login   
 name and the new password.

4. Click “ Login “ and the WEBUI similar to the following image opens.

< 1.6 > PDU Level Setting

Level

16

0Cancel Enter

87 9

54 6

21 3

Level

29

0Cancel Enter

87 9

54 6

21 3

PDU  Level

050

29

Group :

Level :

AM B

Setup

Level

Buzzer

Sensor

Screen

Outlet  ON

M I

< 1.7 > Login PPS-04-S WEBUI

1. PDU Level Setting on local meter display

2. PDU Level Setting by Remote ( see < 1.8 > Remote PDU Level Setting )
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< 1.8 > Remote PDU Level Setting

Remote level setting facilitates you to set the PDU level connected to the Z series IP PDU in the same 
cascade chain remotely. Please follow the steps below to complete the remote level setting.

1. In < Status >, Click “ Search “ to start the PDU searching

2. After searching completes, the following screen will display

3. Assign a unique “ Level “, “ Name ” & “ Location ” to each connected PDU and ensure to tick the 
register box. Click “ Apply ” to complete the settings.

To ensure the correct PDU level setting, please have the serial number of the PDUs and order of 
the PDUs in the daisy chain.
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PPS-04-S allows you to monitor and control up to 32 levels of Z / M series PDU in a single cascade chain 
remotely over a TCP/IP network.

In < Status >,
-   Click “ Search ” to search all new installed PDUs
-   View all installed PDUs’ status
-   View latest loading on each PDU’s circuits
-   View aggregate current & energy consumption on each PDU
-   View status & latest reading of Temp. & Humid sensors connected to each PDU
-   Click “ Time Sync ” to update all connected PDUs’ real time clock from the computer login to PPS-04-S

In < Details >,
-   Change “ Name ” and “ Location ” of PDU & Click “ Apply ”
-   Change “ Alarm amp. ” , “ Rising alert amp. ”  & “ Low alert amp. ” of PDU’s circuits & Click “ Apply ”
-   Click “ Reset ” to reset peak amp. or kWh of PDU’s circuits
-   Click “ ON / OFF ” to swich ON / OFF outlet ( Switched PDU only )
-   View On / Off  status of each PDU’s outlet
-   View aggregated current on the PDU
-   View latest loading & energy consumption of each PDU’s outlet 
    ( Outlet Measurement PDU only )
-   Click “ Time Sync ” update PDU’s real time clock from the computer login to PPS-04-S

< Section 2 > General
< 2.1 > PPS-04-S  ( WEBUI for Z series IP PDU )
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In < Outlet setting >,
-   Change PDU’s outlet name
-   Change “ Power up sequence delay ” of PDU’s outlet ( Switched PDU only )
 Default : 1 second.  Min. 1 seconds, max. 3600 seconds
-   Change “ Alarm amp. ”, “ Rising Alert amp.” & “ Low alert amp. ” of PDU’s outlet 
    ( Outlet Measurement PDU only )
    Click “ Apply ” to complete the settings
-   Click “ Reset ” to reset peak amp. or kWh of PDU’s outlet ( Outlet Measurement PDU only )

In < Sensor Status >,
-   View status, location, latest reading &  alarm setting of Temp. & Humid sensors

The WEBUI will NOT show the status / reading if sensors are NOT installed & activated.

< 2.1 > PPS-04-S  ( WEBUI for Z series IP PDU )
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In < Sensor Setting >,
-  Default Sensor setting : Deactivate
-  “ Activate ” sensors ONLY when they are connected
-  Change “ Location ” , “ Rising alert Setting “ & “Alarm Setting ” of Temp. & Humid sensors

If no any sensor connected, NEVER activate.

< 2.1 > PPS-04-S  ( WEBUI for Z series IP PDU )
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2. Input the outlet group name and tick the outlets you want to add to the group. I select all outlets of PDU 
level 01 for this illustration.  Click “ Apply ” to complete the settings

3. Click “ Outlet Group ” of the left navigation pane, you can see all the outlet group you create. You can  
switch ON / OFF / Power Cycle all outlets in a specifi c group.

Outlet Grouping allows you to group multiple outlets from same PDU or across PDUs in the same cascade 
chain.  You can ON / OFF / Power Cycle all the outlets in the Group.

Please follow the steps below to complete the Outlet Grouping.

1. Select “ Outlet Group “ from the left navigation pane.  The display below will show.  Then Click “ Create “  
to add a new outlet group

< 2.2 > Outlet Grouping
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< 2.3 > Outlet Sequencing

By default, outlets are powered on ONE by ONE in the ascending order when power ON or power cycle all the 
outlets on Z / M series PDU.  You can change the power ON sequence of the outlets.  It is useful for you to set 
the outlet power ON sequence where some IT equipment should be powered up fi rst.

Please follow the steps below to complete the outlet sequencing setup.

1. Select “ Outlet Sequence “ from the left navigation pane. Select the PDU level you want to change the 
outlet sequence. Level 2 is selected in this illustration.

Button Function

Top

Up

Down

Bottom

Reset the default sequence
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2. Select the outlet by clicking on the number next to the outlet icon you want to change the power ON se-
quence. Move outlet 4 up in this illustration. 

3. Click “  “ button once and outlet 4 moved prior to outlet 3.  Click “ Apply ” to complete the settings. The 
new outlet sequence will apply when power cycle the Z / M series PDU or perform the power on or power 
cycle operation on partial outlets.

< 2.3 > Outlet Sequencing
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In < System >,
-   Change Z series IP PDU name & location
-   Change temperature unit displayed in WEBUI
-   Set the “ Date & Time “ of the Z series IP PDU ( by “ Manually “ or “ NTP server “ ). Default is “ Manually “
-   Select “ Web Access ” Protocol ( “HTTPS”  or “HTTP” ). Default Web Access Protocol is “HTTPS”.
-   Click “ Apply ” to fi nish the above settings

< 2.4 > System
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< 2.5 > Network
In < Network >, Z series IP PDU can be confi gured to operate as Dual Lan or failover mode. 
Default is “ Dual Lan mode ”
Dual Lan mode : 
- Enter LAN 1 “ IPv4 address ”, “ IPv6 address ”, “ Subnet mask ”, “ Gateway ”. 
 ( For static IP setting only)
- Enter LAN 2 “ IPv4 address ”, “ IPv6 address ”, “ Subnet mask ”, “ Gateway ”. 
 ( For static IP setting only)
- Enter the IP address of “ Primary DNS ”. Default is “ 8.8.8.8 ”
- Enter the IP address of “ Secondary DNS ”. Default is “ “0.0.0.0 ”
- Click “ Apply ” to fi nish the above settings

Failover mode : 
- Tick “ Enable automatic failover ” to operate the failover mode
- Enter “ IPv4 address ”, “ IPv6 address ”, “ Subnet mask ”, “ Gateway ”. ( For static IP setting only)
- Enter the IP address of “ Primary DNS ”. Default is “ 8.8.8.8 ”
- Enter the IP address of “ Secondary DNS ”. Default is “ “0.0.0.0 ”
- Click “ Apply ” to fi nish the above settings
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< 2.6 > Wifi  Network Confi guration

Step 1. Prepare a USB type A (Female) to USB type C ( Male) adapter

Step 2. Connect the USB Wifi  kit to the USB type A side

Step 3. Connect the USB type C side of the adapter to the USB type C port of Z series IP PDU

( I ) Wifi  Static IP setting

< Preparation >
• Make sure the network meets the security WPA2 - Personal or WPA2 - Enterprise.
• Z series IP PDU is powered ON.
• Login PPS-04-S WEBUI via L1 / L2 of Z series IP PDU to confi gure the Wifi  network.

3rd party WIFI kit is not compatible to InfraPower. 
Make sure IPD-WIFI has been used for the WIFI network connection.

USB type C
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Step 4. Click “ Scan Wifi  ” to search the available Wifi  network. 

Step 5. Select the appropriate network from the pull down menu of “ ESSID ”.  

< 2.6 > Wifi  Network Confi guration
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Step 6. Select “ PSK “ from Authentication. For PEAP or TLS , please refer to < 2.13 > 802.1X authentication.

Step 7. Input “ Password ” for authentication.

< 2.6 > Wifi  Network Confi guration
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Step 1. Prepare a USB type A (Female) to USB type C ( Male) adapter

Step 2. Connect the USB Wifi  kit to the USB type A side

Step 3. Connect the USB type C side of the adapter to the USB type C port of Z series IP PDU

Step 4. Click “ Scan Wifi  ” to search the available Wifi  network. 

( II ) Wifi  DHCP setting

Step 8. Select “ DHCP ” to “ OFF ”.  Default is “ ON ”

Step 9. Enter “ IPv4 address ” , “ IPv6 address ” , “ Subnet Mask ” , “ Gateway ” & Click “ Apply ” to fi nish  

 the above settings.

< 2.6 > Wifi  Network Confi guration
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< 2.6 > Wifi  Network Confi guration

Step 5. Select the appropriate network from the pull down menu of “ ESSID ”.  

Step 6. Select “ PSK “ from Authentication.  For PEAP or TLS , please refer to < 2.13 > 802.1X authentication.  
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Step 7. Input “ Password ” for authentication.

Step 8. Select “ DHCP ” to “ OFF ”.  Default is “ ON ”

Step 9. Click “ Apply ” to fi nish the above settings.

Step 10. Select “ Firmware “ from the left navigation pane.

< 2.6 > Wifi  Network Confi guration
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Step 11. Record the “ MAC address ” of the Wifi  kit.

Step 12. Assign an IP address of the Wifi  kit from your DHCP server.

< 2.6 > Wifi  Network Confi guration
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< 2.7 > Login

For security purpose, users log in to PPS-04-S MUST be authenticated. PPS-04-S provides the following 
authentication methods:
-   Local User on PPS-04-S
-   Lightweight Directory Access Protocol (LDAP)
-   Remote Access Dial-In User Service (Radius) protocol

You can perform the authentication confi guration in < Login >.
Local User authentication : 
-   Select Login > Local User
-   Change “ Login name ” OR “ Password ”
-   Re-enter password in “ Confi rm password ”
-   Click “ Apply ” and “ OK “ on the pop up window to make changes eff ective



www.austin-hughes.comUM-PPS-04-S-Q225V1 P.24

LDAP ( OpenLDAP ) authentication : 
-   Select Login > LDAP
-   Enable “ LDAP authentication “
-   Select “ OpenLDAP “ from “ LDAP Type “
-   Input the IP address or host name of the LDAP server in “ Server “
-   Input the port no. in “ Port “. Default is 389
-   Select encryption type from “ Encryption “ ( None / SSL / StartTLS )
-   Select the checkbox “ Enable CA certifi cate “. This fi eld is optional.
-   Input the “ Bind DN “
-   Input the “ Bind Password “
-   Input the “ User Search DN “
-   Input the “ User Login Attribute “
-   Input the “ User Entry Object Class “
-   Input the “ User Search Subfi lter “. This fi eld is optional.
-   Select the checkbox “ Group searching with memberOf attribute “ if the user group in the LDAP   
 server has an attribute name “ memberOf “. Otherwise, deselect it. This fi eld is optional.
-   Input “ Group Member Attribute “ & “ Group Entry Object Class “ if you deselect “ Group searching  
 with memberOf attribute “
-   Input “ Group Search Subfi lter “. This fi eld is optional.
-   Click “ Apply “ to save the settings.

< 2.7 >  Login
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< 2.7 >  Login

LDAP ( MS Active Directory ) authentication : 
-   Select Login > LDAP
-   Enable “ LDAP authentication “
-   Select MS Active Directory from “ LDAP Type “
-   Input the IP address or host name of the AD server in “ Server “
-   Input the port no. in “ Port “. Default is 389
-   Select encryption type from “ Encryption “ ( None / SSL / StartTLS )
-   Select the checkbox “ Enable CA certifi cate “. This fi eld is optional.
-   Input the “ Bind DN “
-   Input the “ Bind Password “
-   Input the “ User Search DN “
-   Input the “ User Search Subfi lter “. This fi eld is optional.
-   Select the checkbox “ Group searching with memberOf attribute “ if the user group in the AD server  
 has an attribute name “ memberOf “. Otherwise, deselect it. This fi eld is optional.
- Input “ Group Member Attribute “ & “ Group Entry Object Class “ if you deselect “ Group searching  
 with memberOf attribute “
- Input “ Group Search Subfi lter “. This fi eld is optional.
- Input the “ Domain “ of the AD server.
- Click “ Apply “ to save the settings.
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< 2.7>  Login

LDAP Role :
Once you fi nish the LDAP ( OpenLDAP ) or LDAP ( MS Active Directory ) confi guration, you need to determine 
which users and roles ( groups ) are allowed to log in PPS-04-S.  
By default, PPS-04-S has two built-in roles – AH_Admin and AH_Guest. Users with AH_Admin role having all 
privileges in PPS-04-S and users with AH_Guest role only having Read only privileges in PPS-04-S.
These two built-in roles NOT allowed to modify or delete.
You can create other roles in PPS-04-S for your specifi c requirement.
To create roles in PPS-04-S, please follow the steps below :
1.   Select Login > LDAP Role

2.   Click “ Create “
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< 2.7>  Login

4.   Input the description of the role. This fi eld is optional.
5.   Select the privilege of this role. ( Read Only / Read and Write )
6.   Click “ Apply “ to fi nish the role creation. 

3.   Input the Role name
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< 2.7>  Login

4.   Now, user account admin can log in PPS-04-S with full privilege and user account AD user can log in  
 PPS-04-S with Read-only privilege.

After Role creation in PPS-04S, user can ONLY log in the PPS-04-S after users are added to the groups ( 
roles ) on the AD server / LDAP server.
AD Server
In this illustration, we assume :
-   The groups ( roles ) for PPS-04-S are AH_Admin and AH_Guest
-   User accounts admin and AD user already exist on the AD server.

To confi gure user groups on the AD server, follow the steps below : 
1.   On the AD server, create new groups – AH_Admin and AH_Guest.
2.   Add user account admin to the AH_Admin group.
3.   Add user account AD user to the AH_Guest group.
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< 2.7>  Login

LDAP Server
In this illustration, we assume :
-   The groups ( roles ) for PPS-04-S are LdapUserAdmin and LdapUser
-   User accounts LDAP_Admin and LDAP_User already exist on the LDAP server.

To confi gure user groups on the LDAP server, follow the steps below :
1.   On the LDAP server, create new groups – LdapUserAdmin and LdapUser.
2.   Add user account LDAP_Admin to the LdapUserAdmin group.
3.   Add user account LDAP_User to the LdapUser group.
4.   Now, user account LDAP_Admin and LDAP_User can log in PPS-04-S with the privilege you assign  
 to LdapUserAdmin and LdapUser role in PPS-04-S.

Radius authentication : 
- Select Login > Radius
- Enable “ Radius authentication “
- Input the IP address or host name of the Radius server in “ Server “
- Select “ Type of authentication “. ( MS-CHAPv2 / CHAP / PAP ) 
- Input the “ Authentication port “. Default is 1812
- Select the checkbox “ Enable Accounting “. This fi eld is optional.
- Input the “ Accounting port “ if you “ Enable Accounting “. Default is 1813.
- Input “ Timeout “. Default is 2 in second.
- Input “ Retries “. Default is 0.
- Input “ Shared secret “
- Input “ Confi rm shared secret “.
- Click “ Apply “ to save the settings.
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< 2.8 > SNMP Setup

PPS-04-S can manage the connected single & three phase intelligent PDUs in a single daisy-chain up to 32 
levels via SNMP v1/v2 or v3 ( Simple Network Management Protocol )

                                  
( I ). Accessing MIB Files

Step 1. Click the following link to go to the mangement software download page :
http://www.austin-hughes.com/resources/infrapower/software

Step 2. Select the appropriate MIB fi le of the PDU series

( II ). Enabling SNMP Support 

i. The following steps summarize how to enable SNMP v1 / v2 support for PPS-04-S.

Step 1. Connect one of the LAN port of Z series IP PDU to a computer

Step 2. Open the MS Edge

Step 3. Enter the confi gured IP address into the address bar
   
Step 4. Enter “ Login name “ & “ Password “.
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< 2.8 >   SNMP Setup

Step 5. Select the SNMP from the left navigation pane

Step 6. The SNMP Settings window appears as below:

Step 7. Click “ Enable “ in “ SNMP agent “ to start the SNMP agent service

Step 8. Select “ v1/v2 “ in “ SNMP version “

Step 9. Input “ SNMP port “.  Default is 161

Step 10. Input “ sysContact “. Default is human.being<nobody@but.you>

Step 11. Input “ sysLocation “. Default is Earth

Step 12. Input “ sysName “. Default is Z4M

Step 13. Input “ Read Community “.  Default is public

Step 14. Input “ Write Community “.  Default is private

Step 15. Click “ Activate “ in Station 1 to enable the trap service

Step 16. Input “ Trap Station IP “ , “ Trap Port “ & “ Trap Community “ of Station 1

Step 17. Repeat Step 14 & 15 for Station 2 & 3

Step 18. Click “ Apply “ to fi nish the SNMP v1 / v2 settings
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ii. The following steps summarize how to enable SNMP v3 support for PPS-04-S.

Step 1. Connect one of the LAN port of Z series IP PDU to a computer

Step 2. Open MS Edge

Step 3. Enter the confi gured IP address into the address bar
  
Step 4. Enter “ Login name “ & “ Password “.

Step 5. Select SNMP from the left navigation pane

Step 6. The SNMP Settings window appears as below:

< 2.8 >   SNMP Setup
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Step 7. Click “ Enable “ in “ SNMP agent “ to start the SNMP agent service

Step 8. Select “ v3 “ in “ SNMP version “ & the SNMP v3 settings window appears as below :

Step 9. Input “ SNMP port “.  Default is 161

Step 10. Input “ sysContact “. Default is human.being<nobody@but.you>

Step 11. Input “ sysLocation “. Default is Earth

Step 12. Input “ sysName “. Default is Z4M

Step 13. Click “ Activate “ in User 1

Step 14. Select “ Read Only “ or “ Read & Write “ in User role :

Step 15. Input the name of “ USM user “ .  Default is usm_user1

Step 16. Select “ None / MD5 / SHA “ in “ Auth algorithm “.  
               If you select “ Read & Write “ in “ User role: “ , 
     you MUST select “ MD5 / SHA “ in “ Auth algorithm “

Step 17. Input the “ Auth password: “ Default is “ 00000000 ‘

Step 18. Select “ None / DES / AES / AES192 / AES256 “ in “ Privacy algorithm “.  
     If the Auth algorithm is “ NONE “ , NO privacy algorithm can be selected.

Step 19. Input the “ Privacy password “

Step 20. If you want to receive trap message, select “ Enable “ in SNMP trap

Step 21. Input the “ Trap Station IP “ & “ Trap port “

Step 22. Repeat step 12 to 20 for User 2 & 3

Step 23. Click “ Apply “ to fi nish the SNMP v3 settings.

< 2.8 >   SNMP Setup
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( III ). SNMP Traps Setting

 After enable SNMP, you can click “ SNMP Traps “ to go to the “ SNMP Traps Setting “ page

Below is the default setting for each PDU SNMP trap.
You can set the SNMP trap option and Click “ Apply “ to fi nish the settings.  

< 2.8 >   SNMP Setup
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< 2.9 > Notifi cation

In < Notifi cation > , you can confi gure the alarm email server & max. 5 email recipients to receive alarm 
notifi cations from PPS-04-S. 

Default is “ Disable ”.

Step 1. “ Enable ” alarm email

Step 2. Enter “ SMTP server ” and “ SMTP port ”. Default is “ Port 25 ”

Step 3. “ Enable ” or “ Disable ” the “ SMTP authentication “. Default is “ Disable ”

Step 4. Enter “ User name “ and “ Password “ when SNMP authentication is enabled

Step 5. Select the “ secure connection “ ( None, SSL / TLS & STARTTLS ).  Default is “ None ”

Step 6. Enter the “ Sender Name ” and “ Sender Email ”

Step 7. Enter the “ Alarm Interval ”. ( Min. 10, Max. 60 mins )

Step 8. Enter the alarm recipient email account in “ Recipient 01 ”

Step 9. Repeat step 8 for other recipients

Step 10. Click “ Apply “ to fi nish the alarm email server setting
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In < Syslog > , you can view the latest 2000 device and system log

< 2.10 > Syslog
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< 2.11 > Firmware upgrade of Z series IP PDU

< Firmware Upgrade > 

For function enhancement of PPS-04-S, please take the following steps to remotely upgrade the fi rmware of 
Z series IP PDU :

Step 1. Click the following link to go to the mangement software download page :
http://www.austin-hughes.com/resources/infrapower/software

Step 2. Select appropriate fi rmware for Z series IP PDU

Step 3. Connect one of the LAN port of Z series IP PDU to a computer

Step 4. Open the MS Edge

Step 5. Enter the confi gured IP address into the address bar

Step 6. Enter “ Login name “ & “ Password “.

Step 7. Select the Firmware from the left navigation pane
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< 2.11 > Firmware upgrade of Z series IP PDU

Step 8. The fi rmware upgrade window appears as below :

Step 9. Click “ Browse ” and select the fi rmware fi le (.enc ) from the specifi c path in the pop up window and  
 Click “ Open ”

Step 10. Click “ Upgrade ” to start the upgrade process. It takes a few minutes to complete.

Step 11. Once complete,  UI will return to the login page. 
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

Steps of using DHCP/TFTP for bulk fi rmware upgrade

Step 1. Prepare some or all of the following fi les:
- Fwupdate.cfg ( always required )
- Devices.csv
- Firmware fi le for Z series IP PDU in .enc format

Step 2. Confi gure your TFTP server properly. See TFTP Requirements

Step 3. Put ALL required fi les into a folder and COPY the folder to the TFTP root directory

Step 4. Properly confi gure your DHCP server so that it refers to the fi le “ fwupdate.cfg ” on the TFTP 
 server for your Z series IP PDU. See DHCP IPv4 Confi  guration in Windows

Step 5. Make sure all of the Z series IP PDUs use DHCP as the IP confi  guration method and have been  
 directly connected to the network.

  The default IP confi guration of Z series IP PDU is “ DHCP ”

< Bulk Firmware Upgrade via DHCP/TFTP > 

If a TFTP server is available, you can use it to perform fi rmware upgrade for a huge number of Z series IP 
PDU the same network.

< Procedure for Bulk Firmware Upgrade > 

• The feature of bulk fi rmware upgrade via DHCP/TFTP only works on
 Z series IP PDU directly connected to the network.
• The bulk fi  rmware upgrade can ONLY be performed via IPv4 network.
• Do NOT perform the fi  rmware upgrade via a wireless network connection.
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Step 6. Reboot the Z series IP PDU. The DHCP server will execute the commands in the “ fwupdate.cfg”  
 fi le on the TFTP server to upgrade those Z series IP PDUs supporting DHCP in the same network.  
 You can Click “ Reboot Z series IP PDU ” in “ System ” of PPS-04-S.

  You must enable fi rmware upgrade via DHCP in SSH ( default is ENABLED ) and 
 input  the username and password for bulk fi rmware upgrade in the “ fwupdate.cfg ” fi le.  
 You can change the username and password for bulk fi rmware upgrade via SSH. 

See Confi guration of username / password for bulk fi rmware upgrade.

< 2.12 > Bulk Firmware Upgrade of Z series IP PDU
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Confi guration of username / password for bulk fi rmware upgrade

Step 1. Access the SSH using putty

Step 2.  Input the login name and password to login the CLI.

Step 3. Select “ (U) Firmware upgrade ” and “ Enter ”

< 2.12 > Bulk Firmware Upgrade of Z series IP PDU
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

Step 4. Select “ (5) Change fi rmware upgrade authentication ” and “ Enter ”

Step 5.  Select “ (1) Change authentication name ” or “ (2) Change authentication password ” to   
 change the username or password for bulk fi rmware upgrade purpose.
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Step 1. Add a new vendor class for Austin Hughes Z series IP PDU.
- Right Click the IPv4 node in DHCP to select Defi ne Vendor Classes ( under server 
  manager, select tools > DHCP
- Click “ Add ” to add a new vendor class.

- Specify a unique name for this vendor class and type the binary codes of “ InfraPower ” in   
  the New Class dialog. The vendor class is named “ InfraPower ” in this illustration.

< TFTP Requirements > 

To perform bulk fi rmware upgrade successfully, your TFTP server must meet the following requirements :

< DHCP IPv4 Confi guration in Windows > 

Please follow the procedures below to confi gure your DHCP server.  The illustration below is based on Mi-
crosoft Windows Server 2019

• Able to work with IPv4
• A folder containing all required fi les is available in the TFTP root directory. The folder name    
 MUST be the same as the String value of the Magic code. Details please refer to DHCP IPv4    
 Confi guration in Windows
• The TFTP server supports the write operation including fi le creation and upload.

< 2.12 > Bulk Firmware Upgrade of Z series IP PDU
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

Step 2.  Defi ne one DHCP standard option – Vendor Class Identifi er
 - Right Click the IPv4 node in DHCP to select Set Predefi ned Options.
 - Select “ DHCP Standard Options ” in the “ Option class ” fi eld, and 
  “ Vendor Class Identifi er ” in the “ Option name ” fi eld. Leave the String fi eld blank.

Step 3. Add four options to the new vendor class “ InfraPower ” in the same dialog. The fourth option   
 is an optional item if the UDP port you set for the TFTP server is NOT 69.

- Select “ InfraPower ” in the “ Option class ” fi eld.
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

- Click “ Add “ to add the fi rst option. Type “ update-server ” in the Name fi eld, select    
  String as the data type, and type 1 in the Code fi eld and Click “ OK “.

- Click “ Add “ to add the second option. Type “ update-control-fi le ” in the Name fi eld,   
  select String as the data type, and type 2 in the Code fi eld and Click “ OK “.

- Click “ Add “ to add the third option. Type “ update-magic ” in the Name fi eld, select    
  String as the data type, and type 3 in the Code fi eld and Click “ OK “.
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- Click “ Add “ to add the fourth option. Type “ update-port ” in the Name fi eld, select String as   
  the data type, and type 4 in the Code fi eld and Click “ OK “.

Step 4. Create a new policy associated with the “ InfraPower ” vendor class.
- Right Click the Policies node under IPv4 to select New Policy.
- Specify a policy name and click “ Next “. The policy is named “ InfraPower ” in this illustration.

- Click “ Add “ to add a new condition
- Select the vendor class “ InfraPower ” in the Value fi eld, click “ Add “ and then “ OK “.

< 2.12 > Bulk Firmware Upgrade of Z series IP PDU
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

- Click “ Next “.
- Select “ DHCP Standard Options “ in the “ Vendor class ” fi eld, select “ 060 Vendor   
  Class Identifi er ” from the Available Options list, and type “ InfraPower ” in the “ String   
  value ” fi eld.

- Select the “ InfraPower ” in the “ Vendor class ” fi eld, select ” 001 update-server ” from   
  the Available Options list, and type your TFTP server’s IPv4 address in the “ String value ”   
  fi eld.
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

- Select “ 002 update-control-fi le ” from the Available Options list, and type the fi lename 
  “ fwupdate.cfg ” in the “ String value ” fi eld.

-  Select “ 003 update-magic ” from the Available Options list, and type folder name of the fi les you  
  stored in the root directory of the TFTP server in the “ String value ” fi eld.  This String value is  
  the magic code to prevent the fwupdate.cfg commands from being executed repeatedly. 

    The magic code is transmitted to and stored in Z series IP PDU at the time of executing  
    the “ fwupdate.cfg ” commands. The DHCP/TFTP operation is triggered ONLY when   
    there is a mismatch between the magic code in DHCP and the one stored in Z series 
    IP PDU. Therefore, you must modify the magic code’s value in DHCP when intending to  
    execute the “ fwupdate.cfg ” commands next time.
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< 2.12 > Bulk Firmware Upgrade of Z series IP PDU

- Select “ 004 update-port ” from the Available Options list, and type UDP port number you set for  
  the TFTP server in the “ String value ” fi eld. Port number 69 is used in this illustration.

- Click “ Next “ and “ Finish “ to complete the setup.
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Description of Devices.csv

Column A & B is reserved for future use

Column C is the MAC address of the network interface of the Z series IP PDU. As the Z series IP PDU 
comes with two network interface, we highly recommend to do the bulk fi rmware upgrade via either one of 
the network interface.

Column D & E is the IP address of the network interface of the Z series IP PDU and the TFTP server re-
spectively.

Description of fwupdate.cfg

First and second row is the user and password for authentication of bulk fi rmware upgrade which can be 
confi gured via SSH.  Details refer to Section “Confi guration of username / password for bulk fi rmware 
upgrade”.

Fourth row tells the TFTP server to generate a log fi le after bulk fi rmware upgrade is performed. It is stored 
at the same location of the fwupdate.cfg and the fi lename is the same as the MAC address of the Z series 
IP PDU.

Fifth row lets Z series IP PDU to check if its’ MAC address exists in the column 3 of devices.csv to execute 
the fi rmware upgrade.

Eighth row is the fi rmware version you want to upgrade, it MUST be the same as the fi lename of the fi rm-
ware stored in the folder under the root directory of the TFTP server.

< 2.12 > Bulk Firmware Upgrade of Z series IP PDU
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< 2.13 >  802.1X authentication

User Guide of 802.1X Authentication

802.1X is an authentication protocol which provides protected authentication for secure network access 
with the use of a Radius server. It opens ports for network access when an organization authenticates a 
user’s identity and authorizes them for access to the network. The user’s identity is determined based on 
their credentials or certifi cate, which is confi rmed by the RADIUS server.

Before confi gure the 802.1X authentication, ensure the system clock of the Z series IP PDU is set up 
properly. Otherwise, the authentication will fail while the RADIUS server verifi es the validity of the certifi -
cate. You can go the System of PPS-04-S to set up the date and time of the Z series IP PDU.
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Please follow the procedures below to setup the 802.1X authentication in PPS-04-S. 

< 802.1X authentication for Wired network >

Step 1. Login the PPS-04-S and go the Network.

Step 2. Click the Authentication pull down menu and you will see the authentication method.

< 2.13 >   802.1X authentication
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< 2.13 >   802.1X authentication

Step 3. To use PEAP as authentication method, select PEAP. Then input the “ Identity ”, “ Password ” and 
 “ CA certifi cate ” in PEM format. You can uncheck “ Enable CA certifi cate ” to bypass the 
 authentication using CA certifi cate.

Click “ Apply “ to save the confi guration. 

Step 4. To use TLS as authentication method, select TLS.  Then input the “ Identity ”, “ Certifi cate ”,   
 “ Private key ”, “ Private key password ” and “ CA certifi cate ”. ( Certifi cate, private key and   
 CA certifi cate are in PEM format )

Click “ Apply ” to save the confi guration.



www.austin-hughes.comUM-PPS-04-S-Q225V1 P.54

< 802.1X authentication for Wireless network >

Step 1. Login the PPS-04-S and go to Network. Click the Authentication pull down menu and you   
 will see the authentication method

< 2.13 >   802.1X authentication
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< 2.13 >   802.1X authentication

Step 2. To use PEAP as authentication method, select PEAP. Select the Wireless network from  “ ESSID ”, 
 input the “ Identity ”, “ Password ” and “ CA certifi cate ” in PEM format. You can uncheck “ Enable   
 CA certifi cate ” to bypass the authentication using CA certifi cate.  If you have the DHCP server to 
 assign the IP address to the Wireless network, select “ ON ” from DHCP.

If you select “ OFF ” from DHCP, please input the “ IPv4 address ”, “ Subnet mask ” and “ Gateway ”.
 Click “ Apply ” to save the confi guration.
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< 2.13 >   802.1X authentication

Step 3. To use TLS as authentication method, select TLS. Select the Wireless network from “ ESSID ”, input   
 the “ Identity ”, “ Certifi cate ”, “ Private key ”, “ Private key password ” and “ CA certifi cate ”. 
 ( Certifi cate, private key and CA certifi cate are in PEM format )
 If you have the DHCP server to assign the IP address to the Wireless network, select “ON” from   
 DHCP.

If you select “ OFF ” from DHCP, please input the “ IPv4 address ”, “ Subnet mask ” and “ Gateway ”.
Click “ Apply ” to save the confi guration.



www.austin-hughes.comUM-PPS-04-S-Q225V1 P.57

< Section 3 > Command Line Interface ( CLI ) Access

< 3.1 > Command Line Interface ( CLI ) Access

Command Line Interface ( CLI ) allows you access the Z series IP PDU via Telnet or Secure Shell ( SSH ) to 
confi gure the system settings and login settings. If the Z series IP PDU is in factory default setting or password 
is “ 00000000 “, you MUST change the password during the login.  After you change the password, you can 
confi gure the system and login settings of the Z series IP PDU.

By default, CLI access via SSH is enabled and Telnet is disabled whereas the Telnet can be enabled.

CLI and PPS-04-S shares the same login name & password.  The CLI session will be terminated automatically 
if three unsuccessful login attempts.

You can change the following settings via CLI access :
i. System settings

- Change temperature display unit : change the temp unit to be displayed in the PPS-04-S 
- Change system RTC date time : set the system time of the Z series IP PDU
- Change network settings : change the IP settings of the Z series IP PDU
- Change features & services

a. Enable / disable management software support
b. Enable / disable SNMP agent 
c. Enable / disable FTP server
d. Enable / disable WEBUI
e. Enable / disable UDP
f. Enable / disable Telnet
g. Enable / disable maintenance ( service ) account

 

ii. Login settings
- Change login name 
- Change login password
- Reset to default login name & password
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