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Simple. Flexible. Compact

Rack access control has become critically important for all data
centers and server rooms.

InfraSolution Z-3001 access control solution not only meets
the high level of rack access security but also supports POE
to reduces the implementation time and expense of
having electrical power cabling installed. Moreover,
the compact Z-3001 control box is compatible to a
variety of rack handle packages which allows
the flexible and simple integration to
different kinds of IT server racks.
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Legal Information

First English printing, March 2025

Information in this document has been carefully checked for accuracy; however, no guarantee is given to the correctness
of the contents. The information in this document is subject to change without notice. We are not liable for any injury or
loss that results from the use of this equipment.

Safety Instructions

Please read all of these instructions carefully before you use the device. Save this manual for

future reference.

B Unplug equipment before cleaning. Don’t use liquid or spray detergent; use a moist cloth.

B Keep equipment away from excessive humidity and heat. Preferably, keep it in an air-conditioned environment with
temperatures not exceeding 40° Celsius (104° Fahrenheit).

B When installing, place the equipment on a sturdy, level surface to prevent it from accidentally falling and causing
damage to other equipment or injury to persons nearby.

B When the equipment is in an open position, do not cover, block or in any way obstruct the gap between it and the
power supply. Proper air convection is necessary to keep it from overheating.

B Arrange the equipment’s power cord in such a way that others won't trip or fall over it.

W If you are using a power cord that didn’t ship with the equipment, ensure that it is rated for the voltage and current
labelled on the equipment’s electrical ratings label. The voltage rating on the cord should be higher than the one listed
on the equipment’s ratings label.

B Observe all precautions and warnings attached to the equipment.

W If you don’t intend on using the equipment for a long time, disconnect it from the power outlet to prevent being
damaged by transient over-voltage.

B Keep all liquids away from the equipment to minimize the risk of accidental spillage. Liquid spilled on to the power
supply or on other hardware may cause damage, fire or electrical shock.

B Only qualified service personnel should open the chassis. Opening it yourself could damage the equipment and
invalidate its warranty.

B If any part of the equipment becomes damaged or stops functioning, have it checked by qualified service personnel.

What the warranty does not cover
B Any product, on which the serial number has been defaced, modified or removed.
B Damage, deterioration or malfunction resulting from:
O Accident, misuse, neglect, fire, water, lightning, or other acts of nature, unauthorized product modification, or
failure to follow instructions supplied with the product.
0 Repair or attempted repair by anyone not authorized by us.
0 Any damage of the product due to shipment.
O Removal or installation of the product.
O Causes external to the product, such as electric power fluctuation or failure.
0 Use of supplies or parts not meeting our specifications.
0 Normal wear and tear.
0 Any other causes which does not relate to a product defect.
B Removal, installation, and set-up service charges.

Regulatory Notices Federal Communications Commission (FCC)

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in business,
industrial and commercial environments.

Any changes or modifications made to this equipment may void the user’s authority to operate this equipment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

B Re-position or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

Notice : The changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment.

IMPORTANT NOTE: To comply with the FCC RF exposure compliance requirements, no change to the antenna or the

device is permitted. Any change to the antenna or the device could result in the device exceeding the RF exposure
requirements and void user’s authority to operate the device.
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< Part 1 > Hardware
< 1.1 > Package Contents

Unpacking
The equipment comes with the standard parts shown on the package contents. Check and make sure they are included
and in good condition. If anything is missing, or damage, contact the supplier immediately.

Package Content
/ - InfraBox x 1 \
- Smartcard Handle x 2
- Door Sensor x 2
- SmartCard x 1
- Handle Key x 1
- Power adaptor x 1
- Mounting kit x 1

- Handle mounting screw set x 1

InfraSoiu
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< 1.2 > Hardware Specification

Intelligent Rack Access Control Solution

® ® ® ® ®

InfraSolution Z-3001 Sensor

Network & Power Connection S1/S2/S3/S4 — Sensor Connection
* PoE (Power over Ethernet ) :  Temperature & Humidity Sensor :
Connect to PoE switch for network IP access & power. Low profile design with magnetic base to affix to rack
* USB WIFI Port : (2mor4m)
Optional WIFI kit connection « Temperature Sensor :
¢ Alternative 12VDC : Low profile design with magnetic base to affix to rack
If POE power connection unavailable (2mor4m)
* Smoke Sensor :
Once triggered, red LED lights up with continuous
@ beep sound ( 1m or 3m)
Smart Handle Connection e Shock Sensor :
* Z-700 smart access control package : Alert the physical vibration on the rack ( 1m or 3m )
Swing handles + door sensors + control panel(s) « Water Sensor :
or )

Via 5M rope round the rack bottom, detect any fluid
» Z-800 smart access control package : leakage ( 3m )
Handles + door sensors

® ®

iPDU & iFAN Connection Alarm & Beacon
* Intelligent PDU :

* Alarm:
1-Phase & 3-Phase PDUs Connect to 3rd party alarm system
¢ Intelligent Fan : e Blue LED Beacon :

Door mount fan & 1U fan tray Alerting user to alarm status ( 1m or 3m)

* iPDU and iFan support cascading up to 4 respectively

Product Dimension (W xD x H) 260 x 80 x 30 mm

Packing Dimension (W xD x H) 375 x 259 x 107 mm

Net / Gross Weight 2.35kg (5.17Ibs)/2.85 kg (6.27lbs )
Power Consumption 12VDC, 2.5A, max. 30W

Operating Temperature 0° to 55°C Degree

Storage Temperature -5° to 60°C Degree

Relative Humidity 5~90%, non-condensing

Mounting Side mount kit x1, rackmount kit x1
Safety Regulatory FCC & CE certified

Environmental RoHS2 & REACH compliant by SGS
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< 1.3 > Installation Diagram

=l

®

Rear
Door ®

i
2

Front
Door

@ InfraBox Z-3001
(@) Smartcard handle
@ Mechanical or IR door sensors with 6ft cable

(@ Door cable
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Universal Mounting Cut-out

To achieve the highest level of interoperability offered in the rack industry, the Z-800 handle applies the universal mount-
ing cut-out. It avoids costly and complicated door customization for the smartcard handle integration.

Unit : mm

Cut-out Back View Side View Side View
Close Open

55.6

40 40

) Y

Fl |

14.8
8.1
79 243

|23 )

60.5
66.3
85.3
1043

48.9

48.9

161.1
210.2

243

249.8
249.8

60.7
60.7

40.2
40.2

Models of left / right side opening

Z-800P / Z-800M support left side open. If user requires right side open,
please order Z-800P-R / Z-800M-R.

Model Left side open Right side open
Z-800P v Proximity

Z-800M v MiFARE

Z-800P - R ' Proximity
Z-800M - R v MIFARE
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Installation for Single Point Lock

While insert the screws to secure
the handle with electrical power
screwdriver, please set the torque
NOT exceed 8 kgf/cm

gl 4
Q% @p‘? [Q

<<<<< Rack door

1. Mount the smartcard handle to the universal mounting position.

2. Place the @ handle mounting bracket with @ M4 x 9mm screw x 2 to secure the handle.

3. Attach the Cam with @ square hole washer(s) to adjust and to fit the cam locking position.

The extension spigot @ required or not for installation is subject to the rack door locking design.

Note : - If the cam cannot fit the locking position after adjustment, customization for the cam is required.
- Cam customization service upon your request, please contact your sales representative.

4. Insertthe @ M5 x 15mm screw x 1 with circle hole washer to secure the Cam to the handle.

5. Place the @ U bracket with @ M3 x 10mm screw x 2 to further secure the handle in place.

Handle mounting screw set for single point lock

Qty. Single Point Lock
@ |Handle mounting bracket 2 V4
@ |M4 x 9mm screw for @ 4 V4
©® [Square hole washer 6 v
@ [Circle hole washer w/ M5 x 15mm screw 2 Vv
@ |U bracket 2 v
@ |M3 x 10mm screw for & 4 v4
@ |Extensions spigot 2 Vv

UM-1S-Z3001-Q225V1
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

A

Pay attention to the following points when install the lock system.
Otherwise, it may cause handle distortion and malfunction.

1. Make sure @ Cam lock can slide into the hole without stress.

@ The cut-out of the cam hole with enough space tolerance.

Cam lock hole Cam lock hole

enough limited
tolerance tolerance
2. Make sure the rack door is rigid and no bending.
@
Rigid Bending
-0 door door
@

3. Don’t over tighten the fixing screws.
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Installation for RT3} Mels § ( light-duty rod-latch )

1.

<<<<< Rod latch

I

e @

<<<<< Rack door

While insert the screws to secure ™~
the handle with electrical power ™
screwdriver, please set the torque L
NOT exceed 8 kgf/cm

Mount the smartcard handle to the universal mounting position.

Place the @ handle mounting bracket with @ M4 x 9mm screw x 2 to secure the handle.

Attach the Rod-latch with @ square hole washer(s) to adjust and to fit the door top & bottom locking position.
Insert the @ M5 x 15mm screw x 1 with circle hole washer to secure the Rod-latch to the handle.

Place the @ U bracket with @ M3 x 10mm screw x 2 to further secure the handle in place.

Handle mounting screw set for 2-point lock ( light-duty )

Qty. 2-Point Lock
light-duty
@ |Handle mounting bracket 2 <
@ |M4 x 9mm screw for @ 4 N4
® |Saquare hole washer 6 <
@ |Circle hole washer w/ M5 x 15mm screw 2 N4
@ |U bracket 2 <
@ |M3 x 10mm screw for @ 4 N4
@ |Extensions spigot 2 X
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

A

Pay attention to the following points when install the lock system.
Otherwise, it may cause handle distortion and malfunction.

1. Make sure @ Two ends of latch rod can entry into the top & bottom holes without stress.

@ The top & bottom holes with enough space tolerance.

/LOCK hote () \ 2-point lock holes I/'-OCk hole @) \ 2-point lock holes

\

f \  (top & bottom ) ( top & bottom )
Rod --- enough Rod - limited
tolerance tolerance
|~ |~

2. Make sure the rack door is rigid and no bending.

@
Rigid Bending
o0 door door
@

3. Don’t over tighten the fixing screws.
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Installation for [AIUINEIY SN (rod control system )

\
Rod control
system >>>>> (o
0 (ﬂ%\
®
Q
Orignal CI
handle screws _ o7
v L
v _ (4 w@‘@
=L
=
-
a =
While insert the screws to secure
the handle with electrical power g <<<<< Rack door
screwdriver, please set the torque 0
NOT exceed 8 kgf/cm ~_

1. Mount the smartcard handle to the universal mounting position.

2. Attach the Rod control system to the handle and insert the @ M5 x 15mm screw x 1 with circle hole
washer to secure the position.

3. Insert Orignal handle screws x 2 through the Rod control system and door to the handle to fix it in place.

4. Place the @ U bracket with @ M3 x 10mm screw x 2 to further secure the handle in place.

Handle mounting screw set for 2-Point Lock ( with rod control )

Qty. 2-Point Lock
(_ with rod control )

Handle mounting bracket

M4 x 9mm screw for @

Square hole washer

Circle hole washer w/ M5 x 15mm screw

U bracket

M3 x 10mm screw for &

QOO ® @
NN EIRE

Extensions spigot
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

A

Pay attention to the following points when install the lock system.
Otherwise, it may cause handle distortion and malfunction.

1. Make sure @ Two ends of latch rod can entry into the top & bottom holes without stress.

@ The top & bottom holes with enough space tolerance.

/LOCK hote () \ 2-point lock holes I/'-OCk hole @) \ 2-point lock holes

\

f \  (top & bottom ) ( top & bottom )
Rod --- enough Rod - limited
tolerance tolerance
|~ |~

2. Make sure the rack door is rigid and no bending.

@
Rigid Bending
o0 door door
@

3. Don’t over tighten the fixing screws.
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Important Note for Key lock

A e Under Smartcard mode, always keep key cylinder to 12 o’clock direction.

Sensor
area

4 )

Key lock mode

«—
x Key cylinder to 9 o’clock direction
@' Under key lock mode, even present the

smartcard, the handle still keeps locked.

Present the smartcard and
touch the handle sensor
area for 1 to 2 seconds

Key unlock mode

—
Key cylinder to 3 o’clock direction
x Under key unlock mode, the handle
keeps unlocked.
. ‘: Smartcard mode A
.....................O...=. “ Forsmartcardoperation,

keep key cylinder always
to 12 o’clock direction.

- J

a

¢ Unless the smartcard handle is defective, lock / unlock the handle by key is NOT recommended
* Please insert & turn the key with | push force

e - Key lock mode
' Key cylinder to 9 o’clock direction.

...... ......- ﬁ
Key unlock mode
""""""" Key cylinder to 3 o’clock direction.
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

Maintenance Key (MK-001)

* Improper key usage may cause the cylinder stuck at abnormal direction 1 to 2 o’ clock.

¢ Under this circumstance, the maintenance key (MK-001) is required to solve the problem.

* Please insert the maintenance key to the cylinder with push force for turning it to normal

direction 9 or 12 or 3 o’clock.

Important Note for Handle

For your own safety, please return the handle to park position properly in case reckless collision.

\
9

UM-1S-Z23001-Q225V1
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< 1.4 > Handle ( Z-800P / Z-800M ) Installation

@ How to unlock the handle & open the door properly
/

~

Locked status in Unlocked status in
blue or green silver white
v A
| | Within 30 seconds after smartcard
detection, users should :
& . . ,
50\ 5os O Flashing F'352;"9 O - lift up the handle
op - open the door
. - return the handle to park

"'"'"'"'""""""'::" position properly in case reckless

° collision causes handle damage.
& To open the door — * If not open the door within 30 sec.

( within 30 seconds ) handle will be locked automatically

- J

@ Unauthorized door-open

Locked status in Unlocked status in
blue or green flashing red
- a

i If the door is opened improperly or

by force, handle LED will turn to
red flashing with audio alarm ‘beep’

NO Authenticated ’ Door Opening sound.
Smartcard Detection improperly or by force
/
@ How to close the door properly
/ Unlocked status in Locked status in \
silver white blue or green
v A 4 A
| | |—| Users should :
@ ® - lift up the handle
- ; - close the door
» » - return the handle to park
position properly
- the handle will auto-lock
To close the door
®
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< 1.5 > Door Sensor Installation | IR Sensor

IR Door Sensor, pair ( S-DIR)

Features

e Magnetic base for easy setup

e No custom cutting required on doors

o Light weight & mini size (33 x 19x 7 mm)
e 2m cord

Requirement

e rack frame made of ferrous metal ( iron)
® sensing distance

e door close : <40mm

e door open : > 50mm

Package content
e [R sensor w/ 2m cable x 2
o reflective label x 2 ( opposite to the IR door sensor for a better response, size: 30 x 40 mm )

Front View Side View
/ ™\ unit : mm — 4 Y
C |
- S =
N /

21
33

19

Sensor area

2m cable

® 0o

Cable jack ( connect to handle )
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< 1.5 > Door Sensor Installation | IR Sensor

Installation steps Suggested
sensor position
- connect to the handle
1

- guide & fix the cable with cable clips ( bundle with handle package ) FP
- place the sensor at the top of the door, close to the hinge side |
- adjust the sensor to ensure the sensing distance between door to
frame within 5mm while door in close status
A - stick the reflective label on the rack frame just opposite to the sensor position
sensing distance

door close : < 40mm
door open : > 50mm —) 1 .—

Sensor Operation

DOOR CLOSE DOOR OPEN
- close door - open door
- IR sensor detects the rack frame - IR sensor lose detection with rack frame
- DOOR CLOSE SIGNAL sends out - DOOR OPEN SIGNAL sends out
( Reflective label \ / Reflective label \
Door Rack Door . Rack

frame ¢ frame

L]
4-
OPENED
1 1

1 1
1 1
—

Sensing distance

frame frame

(I
(I
(I
O

Sensing distance

N e

A sensing distance
door close : <40mm

door open : > 50mm
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< 1.5 > Door Sensor Installation | Mechanical Sensor

Mechanical Door Sensor, pair ( S-DSW)
® Low cost/ precise Package content
e Size ( 36.3x15x30.75mm)) ® Mechanical sensor w/ 2m cable x 2

® Mounting bracket x 2

e 2m cord
Top View Front View Side View
= - | 250 | 113,
@ E [ 5 | 1 ==L 9
! o - ~
=] I- Te) o _=='Fl= __w
e o ° i
—_— @ 9.25
o
@ h unit : mm
Cable connector
(1)
@ |Press button ( total travel distance :9.25mm)
(_min. actuation distance : 3.00 mm )
Mounting by custom cutout on door frame
e Cutout size (23 x12.5mm)
12.5
| |
23
Mounting by bundled bracket
e 36.5mm hole cutting required on door frame
2 12.5
50
unit : mm
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< 1.5 > Door Sensor Installation | Mechanical Sensor

Installation steps

Suggested

- connect to the handle ”
sensor position

- place the sensor at the top middle of the door
- secure it with mounting screws x 2

Sensor Operation

DOOR CLOSE DOOR OPEN
- close door - open door
- Sensor button is pressed on - Sensor button is released
- DOOR CLOSE SIGNAL sends out - DOOR OPEN SIGNAL sends out
Door  Cabinet Door Cabinet
frame frame

frame frame

5

OPENED

- =

CLOSED !
I

Actuation distance > 3mm

\Physical touch requiredj \ /

Button released
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< 1.6 > Key Features

Capacity

Handle

Fan unit

Sensor

Features
InfraBox 1
Concurrent user 1
Alarm Mail Server Setting v
802.1X authentication v
User authentication by Microsoft Active Directory & LDAP v
SNMPv1/v2c & SNMPv3 setting v
Door open by remote v
Last Door open & close record v
Card addition to individual handle Max. 100
Energy consumption ( kWh ) monitoring v
Current loading ( Amp. ) monitoring v
Outlet level measurement v
Individual / multiple outlet switch ON / OFF v
Current loading alarm / rising alert / low alert threshold setting v
Temp-humid sensor monitoring v
CFM & Temp monitoring v
Unit CFM ( fan speed ) setting v
Auto CFM control setting v
Individual fan kit on / off v
Fan unit on / off v
Temp-humid alarm / rising alert threshold setting v
Temp-humid status monitoring v
Audio & visual alarm output setting for individual sensor v

UM-1S-Z3001-Q225V1 P.19
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< 1.7 > Meter ( PDU ) Level Setting

With touchscreen function

‘ Level oooooooooooo
Buzzer

Screen

With touchscreen function

‘ Level XXX XX]

BuzZer

Group : 050

Level : 29
Screen

Sensor

Outlet ON

A For PDU with firmware version V37 or above

< 1.8 > PDU Daisy Chain Connection
Z-3001

To Link port of next level
PDU (max level: 4)

o

O
N

Cat5/ 6 cable
max. 20 meters

InfraPower InfraPower”

1st level PDU 2nd level PDU
UM-IS-Z3001-Q225V1 P.20 www.austin-hughes.com



< 1.9 > Expansion Fan Units Level Setting
m Please follow the steps below the set the daisy chain level for expansion fan units
m For the cabling connection, please refer to next page.
Step 1. Press and hold the @ “ putton for 5 seconds.
Step 2. Press [g] or [} arrow button to set the daisy chain level

Temperature
Max. Temp
Setting

4D

/
{

<1.10 > Fan Daisy Chain Connection

InfraSolution Z-3001

i/

To Link port of next level

Expansion Serial Fan Unit
(max level: 4)

o

Cat5/ 6 cable
max. 20 meters

i
=

Link

T
Out

1st level

Expansion Serial fan unit model

UM-1S-Z3001-Q225V1

2nd level
Expansion Serial fan unit model
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< Part 2 > Initial Installation and Configuration
< 2.1 > Connecting the Z-3001 to a Power Source
There are 2 ways to support power to the Z-3001:

- Over POE network switch

InfraSolution Z-3001

- Using a 12VDC Power adapter

12V DC Power
Adapter
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< 2.2 > Connecting the Z-3001 to a computer

- Z-3001 > POE switch > computer

- Z-3001 > computer using 12VDC power adapter

To notebook computer

InfraSolution Z-3001

12V DC Power
Adapter

UM-1S-Z3001-Q225V1
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< 2.3 > Connecting the Z-3001 to your Network

To remotely administer the Z-3001, you must connect the Z-3001 to your local area network (LAN).
- Connect a standard network patch cable to the POE port on the Z-3001
- Connect the other end of the cable to your LAN

To LAN port

InfraSolution Z-3001 Alarm  Beacon

To notebook computer
LAN port

12V DC Power
Adapter

< 2.4 > Configuring the Z2-3001
You can initially configure the Z-3001 by connecting it to a computer, or to a TCP/IP network that supports DHCP.

- Configuration over a DHCP-enabled network:
i. Connect the Z-3001 to a DHCP-enabled IPv4 network.
ii. Provide the Mac address of the Z-3001 and Ask your network administrator to retrieve the DHCP-assigned IPv4
address
ii. Launch a web browser to configure the Z-3001. See < 3.2 > First Time Login

- Configuration using a connected computer:
i. Connect the Z-3001 to a computer. See < 2.2 > Connecting the Z-3001 to a computer.
ii. An IP address 192.168.0.1 will automatically assigned to the Z-3001.
iii. Configure the IP setting of the connected computer so that it is under the same network of the Z-3001.
iv. Use the connected computer to configure the Z-3001 via web interface.
v. Launch the web browser on the computer, and type 192.168.0.1 to access the Z-3001.
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< Part 3 > Using the Web Interface
< 3.1 > Supported Web Browser

- Microsoft Edge

- Internet Explorer 11

- Google Chrome 128 and later
- Firefox 128 and later

< 3.2 > First Time login

For the first time login, please use the default login name and password to login.
( Default login name and password : 00000000 ).
Due to the security issue, you must change the login password for the first time login.

To login to the Web interface :
i. Open a browser and type the IP address of the Z-3001

« C O G https//192.168.0.1/login

InfraSolution Z Version - Q124V1

ii. If any security alert message appears, accept it.
iii. The login screen displays. Input the login name and password. Then click “ Login *

Device Z-3001
Login name 00000000 |
password — |

[ Login | [ Caneeal

iv. The following screen displays and you must change the login password. Otherwise, you cannot login.

Device

Mew Password

Confirm Password

Z-3001

A new password is required to replace the default password.

| Apply | | Cancel

v. Input the new password and confirm the new password and click “Apply”.

Device

Mew Password

Confirm Password

Z-3001

A new password is required to replace the default password.

| ......... |
[ ......... ]

[ Apply | [ Cancel

UM-1S-Z3001-Q225V1
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< 3.2 > First Time login

vi. The Z-3001 web interface similar to the following image displays.

InfraSolution Z Version : Q124V1

Device Sensors
Rack Access live: view
* Handles Add ©

« Cards
Rack Power
- PDU
Rack Airflow
« Fan

Rack Sensor

= Sensors

Network

« IPve

= B802.1X

Date & Time
Authentication
« Local

- Domain/LDAP
Service

* Web Portal

« SNMP Agent
Notification

« Email

* SNMP Trap
Maintenance

= Infomation

« Firmware

« EventLog
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< 3.3 > Rack Access

Under Rack Access, you can add the handle connect to the Z-3001. Once you add the handle(s), you must assign the

smartcard to the handle(s) to open the door locally.

- Handle

i. Go to Rack Access > Handles. Then click “ n ” to add handle(s).

Handles
live view

add @

ii. Tick “F” or “R” to add front / rear handle or both handles. Then click “ Apply ”

Add Handle
&Erq O Rri
Cancel Apply

i ii. Click “ OK” after the handle(s) are added successfully.

Add Handles

F1 Handle addition is successful_

R1 Handle addition is successful.

OK

iv. Then you will see the handle’s status.

Handles
live: view
Add @
Label Model Name Location
F1 X-80oP xHandle_name xHandle_location
R1 X-500P *Handle_name xHandle_locafion

Status

In this page, you can directly to unlock the handle remotely by clicking “ Unlock ”. If the door is not opened within

30 seconds, the handle(s) will be relocked automatically.

v. You can move the cursor to the Label of the handle and you will see the “Remove” under the Model of the handle

to remove it from the monitoring.

Handles
live view
Add ©
Label Model Name Location Status
F1 7-800P xHandle_name xHandle_location | closed |
Remove
R1 7-800P xHandle_name xHandle_location | closed |
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< 3.3 > Rack Access

can also change the handle name & location.

vi. You can also click “F1” or “R1” to go to the handle detail page which provides the event log of the handles. You

< Handles
Port - F1 Key
Model : Z-800P Unlocked at : 2024-09-24 10:20:57
Name ZxHandle_name Locked at - 2024-09-24 10:21:13
Location : ZxHandle_location Status : E]
Auto-lock timeout 30s
Firmware XP8-02-230505 Card
Status - Last Access Card | 10804250
Last Access Time : 2024-09-24 10:19:01
Handle
Unlocked at : 2024-09-24 10:19:01 Door
Locked at - 2024-09-24 1001915 Opened at 2024-09-24 10:21:05
Status : & Closed at 2024-09-24 10:21:10
Status - closed
Recent Logs
Time Severity Event
2024-09-24 10:21:13 Info Key locked
2024-09-24 10:21:10 Warning Key unlocked, Door closed.
2024-09-24 10:21:05 Warning Key unlocked, Door opened.
2024-09-24 1020057 ‘Warning Key unlocked.
2024-09-24 1011915 Info Handle locked.

Cards
i. Go to Rack Access > Cards. Then click n ”

Cards @

Input how many cards you want to add to the Z-3001 and click “OK”.

[ 192.168.0.1 says

How many cards to be added? Max. 100 each time.

L

“ Cancel

Cards ©
F1 R1
Card ID
(0/100) (0/100)
. 0 0
[ Apply | [ Cancel |
UM-1S-Z23001-Q225V1 P.28
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< 3.3 > Rack Access

iv. Click “OK” after the card(s) are added successfully.

Update Cards

Card ID 10803595 assigned to F1 Handle is successful.
Card 1D 10803595 assigned to R1 Handle is successful.

OK

v. Now you can use the card you added to unlock the handle(s) you select. In this illustration, both front and rear
handle can be unlock by the card no. 10803595.

Cards @
F1 R1
Ccard ID
{1/100) {1/100)
1. [/ 10803595
[ Apply | [ Cancel |

vi. To delete a smartcard, just move the cursor to the smartcard you want to delete. Then click @ and click “OK”
from the pop up window to confirm.

Cards @
F1 R1
Card ID
(1/100) (1/100)
® 1 [/ 10804250
[ Apply | [ Cancel |
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< 3.4 > Rack Power

Under Rack Power, you can add the intelligent W series PDU(s) connected to the Z-3001 for monitoring and control. The
max. no. of PDU in the cascade chain is 4. Ensure the PDU level in the cascade chain is unique. Please refer to P10 for
PDU level setting.

- PDU

i. Go to Rack Power > PDU, click * n ” to add PDU(s) connected to the Z-3001.

Power Units

live view

FDU @

ii. Tick the level(s) of the PDU you connected to the Z-3001 & click “Apply”

Add PDU

D1
Level 01 (J Level 02 (J Level 03 (J Level 04
D2

(JLevel 01 (J Level 02 [J Level 03 [ Level 04

Cancel Apply

iii. Once the addition is succeeded, you can see the following similar image displays.

Power Units
live view
FDU ©
D1
01 default_pdu_name overall 2189V 00A 0.00 0.00 W 0.00 VA 0.10 KWh
Circuit A 2189V 1.00 0.00 W 0.00 VA 0.05 kKWh
Circuit B 2188V 1.00 0.00W 0.00 VA 0.05 KWh
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< 3.4 > Rack Power

iv. You can click PDU level to go to the PDU details page.

you can see the following similar image displays.

= Power Uinils

Puort m 324, 250V

L : o 164, 220V

Mo V2T IPAWSICR EMAIE-1 ETMDOOL

Narme © [# defauk_pdu_name LO000000000-0000-P000

Location [# defauk_pdu_loz 2B-VE3

Energy Cormurmbian : 100 KWh

Circulfs
Labal Fusa Status Valtage Fraquency Load Amp. Peak Amp. Apparent Power Active Power Enargy Consumpiion
Clroult & = 200V 50.0 He [ @ooA 0.00VA 00w [# 0100 Kivh
Clrcutt B == 200V 500 He [Fa 0.0A | #ooA 0.00 VA 0.00W [# 000 KWh

Outists

Buk Action : | Mo Adtion
Lapel  Circult  Mame Power Status  PowerOnDet=y LosgAmp. PeskAmp.  ApparentPower  Active Powsr Enargy Consumption
! Circultd [ outlel_name_01 oM #Fisec @Y A 00A 0.00 WA .00 W [# 0L00 kivh
a2 Circult s [ outiel_name_02 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh
3 Circult & [ cutlel_name 03 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
o Circuts [ outiet_name_04 @om #1see A # L0A 0.00 WA 0.00 W [# 0,00 Kivh
o5 Circult A [ cutiel_name_05 @om @iz A @ 0oa .00 WA 000 W [ 0L.00 KiVh
0% Circult & [ outiel_name_06 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh
iy Circult & [ outlel_name 07 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
[ Circults [ outel_name_08 @om 1= ZEEA @ 00A 0.00 WA .00 W [# 0100 Kivh
=] Circult A [ outiel_name_09 @om (LA 0.0 A @ 0oa .00 WA 0.00'W #4000 Kivh
10 Circult s [ outiel_name_10 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh
il Circult & [ outiet_name 11 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
12 Circult s [ outiel_name_12 @om @#isee  ZEEA oA 0.00 WA .00 W [# 000 Kivh
15 Chcult B [ outiel_name_13 @om (EAE N 0.0 A oA .00 WA .00 W #4000 Kivh
4 Circult B [ outiet_name_14 @om @#isee  ZEEA oA 0.00 WA .00 W [# 000 Kivh
15 Cincult B [# outlel_name 15 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
18 Circult B [ outel_name_16 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh
17 Chrcult B [ outiel_name_17 @on @isee EEA oA 0.00 WA .00 W [ 000 KV
18 Circult B [ outlel_name 18 oM [EAE T 1.0A] #00A 0.00 WA .00 W [# 0L00 kivh
13 Cincult B [# outlel_name 12 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
20 Circult B [ outel_name_20 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh
| Cicult B [ outiet_name_21 @on @iz EED oA 0,00 WA .00 W [ 000 Kivh
-l Circult B [ outlel_name 22 oM [EAE T 1.0A] #00A 0.00 WA .00 W [# 0L00 Kivh
23 Cincult B [ outlel_name 23 oM [EAET S 0.0 A #ooa 0.00 WA 0.00'W [# 000 KWh
M Circult B [ outiet_name_34 @om @#isee  ZEERA oA 0.00 WA .00 W [# 0100 Kivh

Seneors

Ad @

You can :

UM-1S-Z3001-Q225V1

Change the PDU name & location

Change circuit’s or bank’s alarm, rising alert & low alert ampere threshold

Reset circuit’s or bank’s peak ampere

Reset circuit’s or bank’s energy consumption

Switch ON or OFF outlet(s) ( Switched PDU only )

View ON / OFF status of each PDU'’s outlet

View aggregated current on the PDU

View latest loading & energy consumption of each PDU outlet ( Outlet Measurement PDU only )
View latest voltage of each PDU bank or circuit

View the outlet power up sequence delay setting of each outlet ( Switched PDU only )
Set the outlet power up sequence delay of each outlet ( Switched PDU only )

Change the outlet name

Enable monitoring Temp / TH / Smoke / Door sensor connected to the PDU’s sensor port.

P.31
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< 3.4 > Rack Power

v.  To monitor the sensor(s) connected to the PDU, click * n

Sensors

Add @

vi. Tick the sensor port you have installed the sensor(s) and click “Apply”. Then click “OK” from the pop up window
displays the addition of sensor is successful.

Add Sensor

51
[J Level 01
52

[J Level 01

Cancel Apply

vii. Once the addition is succeeded, you can see the following similar image displays.

Sensors
Add @
Sensor 1 Sensor 2
Type - [# THT Type : [# Door
Location : gsensur_lucation Location : gsensor_locatinn
Temp. P 228 °C] Status :
Humid. : [P 60.5 % |
You can :

» Change the sensor type

* Change the sensor location

» View the sensor status

» View the sensor reading ( Temp & TH sensor only )

» Change the Temp & Humid sensor alarm & rising alert threshold setting ( Temp & TH sensor only )
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< 3.5 > Rack Airflow

Under Rack Airflow, you can add the intelligent remote fan unit(s) connected to the Z-3001 for monitoring and control.
The max. no. of fan unit in the cascade chain is 4. Ensure the fan unit level in the cascade chain is unique. Please refer

to P13 for fan unit level setting.

- Fan
i. Go to Rack Airflow > Fan, click * n to add Fan unit(s) connected to the Z-3001.

Cooling Units

live view

Fan @

ii. Tick the level(s) of the fan unit(s) you connected to the Z-3001 & click “Apply”

Add Fan

D1
O Leveto1 (J Level 02 [J Level 03 [J Level 04
D2

Level 01 [J Level 02 [ Level 03 (J Level 04

Cancel Apply

iii. Once the addition is succeeded, you can see the following similar image displays.

Cooling Units

live view

Fan §
D2

01 )= RF-1.9 1U Fan Tray Rack001 22U 9 fans Normal
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< 3.5 > Rack Airflow

iv. You can click Fan unit level to go to the Fan unit details page. you can see the following similar image displays.

= Cooling Units
Port D2 Sensor
Level : 01 Activation : [#, Disabled
Model : RF-19 1U Fan Tray
Name [# RackD01
Location [#220
unit CFM : [#Normal
Firmware : CFMU-F11-210421
Serial Number : 3HS10001
Fan Kit Status Switch
. o ————
) or SHEHR
: o [om g_fl%_L 5
: . ﬁ ~‘
6 of /Y /)
7 or
& of AOFF
° of
You can :

*  View the fan unit model

* Change the name, location & the unit CFM setting

+  Switch ON / OFF the fan unit

* View the fan unit status

*  Enable monitoring Temp sensor connected to the fan unit's sensor port.

v.  To monitor the Temp sensor connected to the fan unit, click “ 1~

Sensor

Activation : [#, Disabled

vi. Select “Enable” & Click “Apply”.

Sensor
Cancel Apply

L

viii. Once the addition is succeeded, you can see the following similar image displays.

Sensor

Activation : [# Enabled

Location : [#) Front_top

Auto CFM : [# Disabled

Temp. Reading : [Fq] 250 °C |
You can :

+ Change the sensor location
* View the sensor status & reading
» Change the Temp sensor alarm & rising alert threshold setting.

+ Enable / disable the Auto CFM control setting. When enabled, the fan unit will operate in Max. speed if the

temp alarm threshold is triggered.

UM-1S-Z23001-Q225V1 P.34
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< 3.6 > Rack Sensor

Under Rack Sensor, you can add the Temp or TH sensor(s) connected to the Z-3001 for monitoring and control.
- Sensors

i. Go to Rack Sensor > Sensors, click * n ” to add sensor(s) connected to the Z-3001

Sensors

live view

Add @

ii. Tick the level(s) of the sensor(s) you connected to the Z-3001 & click “Apply”. The sensor level is automatically
detected.

Add Sensor

51
[ Level 01 [ Level 02 [ Level 03 [ Level 04
52
[ Level 01 [ Level 02 [ Level 03 [ Level 04
53
[ Level 01 [ Level 02 [ Level 03 [ Level 04
54
[ Level 01 [ Level 02 [ Level 03 [ Level 04

Cancel Apply

iii. Once the addition is succeeded, you can see the following similar image displays.

Sensors

live view
Add @
&1
Level : 1
Type THIT
Location : [ default_location
Buzzer : [#) Disabled
Beacon [#) Disabled
Alarm Out [#) Disabled
Temp. Reading : [} EERS
Humid. Reading : [} EEREED
Remaove

You can :

+ Click “ n ” to add another sensor(s).

* Change the sensor Location

* View the sensor status & reading

+ Change the Temp or TH sensor alarm & rising alert threshold setting.

+ Enable buzzer, beacon or alarm out when sensor reading above the alarm threshold setting.
» Highlight the sensor you want to remove from monitoring and click “ Remove ”.
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< Part 4 > System
< 4.1 > Network

Network allows you to configure the IPv4, IPv6 and 802.1x authentication setting.
IPv4 network setting

i.  Click Network and you can see the following image displays. You can change the IPv4 setting. The default IP4
assignment and DNS assignment is DHCP.

Network

LAN

IP assignment | Automatic (DHCP) v |

DNS assignment | Automatic (DHCP) v |

[ Apply ] [ Cancel |

ii.  If your network does not support DHCP, you can change the IP assignment to “Manual”. Then input the IPv4 ad
dress & subnet prefix in “Address” and the Gateway to “Default Gateway”. You can input “Preferred DNS” and
“Alternate DNS” or let them empty, it depends on your network requirement. Then click “ Apply ”.

Network
LAN
IP assignment [ Manual v
Address [192.168.0.1/24 |

Default Gateway | 192.168.0.254 |

DNS assignment Manual v
Preferred DNS |8.8.5.8 |
Alternate DNS [192.168.1.1 |

[ Apply ] [ Cancel |
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< 4.1 > Network

IPv6 network setting

i. If your network supports IPv6, go to Network > IPv6 to configure your IPv6 network setting.
Default IPv6 setting is “Disable”

Network

[ Apply | [ Cancel |

y

ii. Select “Enable” and you can see the following image displays. If your IPv6 network supports DHCP, click “ Apply ”.

Network
IPve
LAN
IP assignment | Automatic (DHCP) v |

DNS assignment | Automatic (DHCP) v |

[ Apply | [ Cancel |

iii. If your network does not support DHCP, you can change the IP assignment to “Manual”. Then input the IPv6
address & subnet prefix in “Address” and the Gateway to “Default Gateway”. You can input “Preferred DNS” and
“Alternate DNS” or let them empty, it depends on your network requirement. Then click “ Apply ”.

Network
iPvs
LAN
IP assignment [ Manual v
Address |::ffiFc0as:1/64 |

Default Gateway ~ |fe80::220a:dff-fe63:528/64 |

DNS assignment Manual v

Preferred DNS |feSO::22Ua:dﬁ:f663:520f64 |

Alternate DNS |fe80::220a:0ff-fe63:521/64 |
[ Apply | [ Cancel |
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< 4.1 > Network

802.1x authentication

i. Go to Network > 802.1X and you can see the following image displays.

Network

LAN
IEEE 802.1X

Apply | [ cCancel

ii. Select “Enable” and you can select EAP authentication as “PEAP-MSCHAPV2” or “EAP-TLS".
If you select “PEAP-MSCHAPV2”. Input the “Identity”, “Password” & CA certificate in .PEM format if you tick
“Verify CA certificate”. Then click “Apply”.

Network
LAN
IEEE 802.1X
EAP
Identity
Password
Verify CA ceriifcate

CA certificate

| PEAP-MSCHAPV2 v |

|sim0n_chan

a8

Choose File | No file chosen

Apply | [ Cancel

ii. If you select “EAP-TLS”, input Identity, Client Certificate, Private Key, Private Key Password & CA

certificate if you tick “Verify CA certificate”. Then click “ Apply ”.

Network
LAN
IEEE 802.1X
EAP
Identity
Client Certificate
Private Key
Private Key Password
Verify CA certifcate

CA certificate

|EAP-TLS v

|sim0n.chan

Choose File | No file chosen

Choose File | No file chosen

Choose File | No file chosen
[ Apply | [ Cancel |

UM-1S-Z23001-Q225V1
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< 4.2 > Date & Time

You can set the internal clock on the Z-3001 manually or link to a Network Time Protocol (NTP) server.

To set the date & time :
i. Go to System > Date & Time
ii. Click the Time zone to select your time zone from the list.
ii. Select the method for setting the date & time

Set Date & Time Manually :

Date & Time
System Time 2020-01-01 04:12:01
Time zone
Time setting | Manually v |
Date 2020-01-01 |
Time 04 v :[12 v] ;|01 v]
[ Apply | [ Cancel |

»  Select “Manually” from the time setting field
* Input the date

»  Select the time from the list

*  Click “Apply ”

Using the NTP server :

Date & Time
System Time 2020-01-01 04:12:01
Time zone
Time setting | Synchronize with NTP server w |
NTP server |time_google_c0m |
[ Apply | [ Cancel |

«  Select “Synchronize with NTP server” from Time setting field
* Input the NTP server to the NTP server field
*  Click “Apply”
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< 4.3 > Authentication

For security purposes, users attempting to login to the Z-3001 must be authenticated.
The Z-3001 supports one of the following authentication mechanisms.

- Local user on the Z-3001

- Lightweight Directory Access Protocol ( LDAP )

By default, the Z-3001 is configured for local authentication. If you prefer external authentication, you must provide the
Z-3001 with information about the external Authentication and Authorization (AA) server.

Authentication by local user

Login

Login name 100000000 |

Password | |

Confirm Password | |

[ Apply | [ Cancel |

i. Go to System > Authentication > Local
ii. Inputthe new login name in “Login name” field
iii. Input new password in “ Password ” field.
( You can leave the password unchanged if you just want to change the login name. )
iv. Input the new password in “Confirm password” field for verification
v. Click “ Apply”

Authentication by LDAP ( MS Active Directory )

LDAP
LDAP Authentication
Server [192.168.1.100 |

Port

Secure connection

Anonymous bind Disable w

Bind DN |CN=Peter Chen,CN=Users,DC=al|
Bind password | --------- |
User Search DN |CN= Users,DC=abc,DC=dc |
Domain |abc.dc |
Login attribute sAMAcCcountName

Search filter | |

[ Apply | [ Cancel | [ Login Test

Changes updated.

i. Go to System > Authentication > Domain/LDAP
ii. Select“Enable” from LDAP authentication field
iii. Select “MS Active Directory” from the Type field.
iv. Input the IP address or hostname in the Server field
v. Input the port no. in the port field
vi. Select the secure connection type (StartTLS / TLS / none ) from secure connection field
vii. Select Enable / Disable from Anonymous bind field. Default is “Disable”.
If you select Enable, you need NOT to input Bind DN & Bind Password field.
viii. Input the Bind DN in the Bind DN field.
ix. Input the Bind password in the Bind password field.
X. Input user search DN in the User Search DN field.
xi. Input the name of the Active Directory Domain in the Domain field.
xii. Input the criteria for finding user objects within the directory tree in the Search filter field.
xiii. Click “Apply ”
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< 4.3 > Authentication

Authentication by LDAP ( OpenLDAP)

LDAP
LDAP Authentication
Type | OpenLDAP v
Server [192.168.1.15 |
Secure connection
Anonymous bind
Bind DN |uid:admin,cn:users,dc:mdsewer,|
Bind password | --------- |
User Search DN |cn:users,dc:rndsewer,dc:austin-ll
Domain
Login attribute |uid |
Search filter | |

[ Apply | [ cCancel | [ Login Test

Changes updated.

i. Go to System > Authentication > Domain/LDAP
ii. Select “Enable” from LDAP authentication field
iii. Select “OpenLDAP” from the Type field.
iv. Inputthe IP address or hostname in the Server field
v. Input the port no. in the port field
vi. Select the secure connection type (StartTLS / TLS / none ) from secure connection field
vii. Select Enable / Disable from Anonymous bind field. Default is “Disable”.
If you select Enable, you need not to input Bind DN & Bind Password field.
viii. Input the Bind DN in the Bind DN field.
ix. Input the Bind password in the Bind password field.
X. Input user search DN in the User Search DN field.
xi. Input the login attribute in the Login Attribute field.
xii. Input the criteria for finding user objects within the directory tree in the Search filter field.
xiii. Click “Apply ”
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< 4.4 > Service

In Service, you can change the WEB portal setting to access the WEB interface. You can also enable or disable SNMP
communication between an SNMP manager and the Z-3001.

Web Portal
The default port number of HTTP is 80 and Force HTTPS redirect is enabled. The default port number of HTTPS is 443.
To change the setting :

i. Go to Service > Web Portal

ii. Inputthe new port for HTTP

iii. Disable or enable Force HTTPS redirect

iv. Input the new port for HTTPS

Web Partal

HTTP
Port

‘i

Force HTTPS redirect

HTTPS
Port 443
Upload custom key & certifcate [
Certificate Validity Issued To Issued By
Not before Nov 29 07:31:59 2023 GMT Common Name Default Certificate Common Name Default Cerificate
Not after Nov 28 07:31:59 2033 GMT Organization null Organization null
Key length 2048 bit Organization Unit null Organization Unit null
[ Apply ] [ Cancel |

v. If you check Upload custom key & certificate, you can see the following similar image displays.
vi. Import the Key in .PEM format

vii. Import the Certificate in .PEM format

viii. Click “Apply”

Web Portal

HTTP

Force HTTPS redirect

<]

HTTPS

Upload custom key & certifcate

Key Choose File | No file chosen

Certificate Choose File | No file chosen

‘I

Certificate Validity Issued To Issued By
Not before Nov 29 07:31:59 2023 GMT Common Name Default Certificate Commaen Name Default Ceriificate
Not after Nov 28 07:31:59 2033 GMT Organization null Organization null
Key length 2048 bit Organization Unit null Organization Unit null
[ Apply ] [ Cancel |
SNMP Agent
i. Go to Service > SNMP Agent
SNMP Agent
Port 161
sysName default_name
sysLocation default_location
sysContact human being<nobody@b
[ Apply ] [ Cancel ]

UM-IS-Z3001-Q225V1 P.42 www.austin-hughes.com



< 4.4 > Service

i. Enable SNMP Agent. Input sysName ( default : default_name ), sysLocation ( default : default_location ),

sysContact ( default : human.being<nobody@but.you> )

SNMP Agent

Agent

Port
sysName
sysLocation

sysContact
SNMPv1ivZc Community

SNMPv3 User

Changes updated.

161
default_name
default_location
human.being<nobody@b
[+
©
Apply | [ Cancel

ii. If you enable v1/v2c, click “ n ” next to SNMPv1/v2c Community.

iv. Input the value of Community.

V.

vi. If you enable SNMPV3, click * n ” next to SNMPv3 User.
Vii.

Select Read Only or Read & Write from Type field. Then click “Apply”

Add Community

If you have been editing something, your changes will be lost.

Community |private

Type [Reaa & write |

Cancel Apply

Input the user name in User field

viii. Select Read Only or Read & Write from Type field

ix. Select None / Authentication / Privacy from Security Level field
X.

Xi.

If you select None, then click “Apply.

Add User

If you have been editing something, your changes will be lost

User ‘user-m ‘
Type ‘ Read Only - ‘

Security Level ‘ None A ‘

Authentication MDS v

Auth Password

Privacy D

m
w
<

Privacy Password

Cancel Apply

If you select “Authentication” from Security Level field, select MD5/SHA/SHA-224/SHA-256/SHA-384/SHA-512

from Authentication field
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< 4.4 > Service

xii. Input the password in Auth Password field ( Length : 8 ~ 32 char. ). Then click “Apply”

Add User

If you have been editing something, your changes will be lost.

User ‘user-m ‘
Type ‘ Read Only ~ |
Security Level ‘ Authentication hd |
Authentication MDS v

Auth Password
Privacy DES hd

Privacy Password

Cancel Apply

xiii. If you select “Privacy” from Security field,
select MD5/SHA/SHA-224/SHA-256/SHA-384/SHA-512 from Authentication field.
xiv. Input the password in Auth Password field ( Length : 8 ~ 32 char. ).
xv. Select DES/AES/AES-128/AES-192/AES-256 from Privacy field
xvi. Input the password in Privacy Password field ( Length : 8 ~ 32 char. ). Then click “Apply”

Add User

If you have been editing something, your changes will be lost.

User ‘user-m ‘
Type ‘ Read Only v ‘
Security Level ' Privacy v|
Authentication | MD5 - |
Auth Password [ -------- ]
Privacy ‘ DES ~ ‘

Privacy Password ‘ -------- ‘

Cancel Apply
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< 4.5 > Notification

In Notification, you can enable the alarm email server and SNMP trap. When event or alert is triggered, the Z-3001 will

send out an email and SNMP trap to a specific user(s).

Email
i. Go to Notification > Email
ii. Select Enable from Notification field. Default is Disable
iii. Inputthe IP address or domain name of the SMTP server
iv. Inputthe SMTP port. Default is 25
v. Select Disable / Enable from Authentication field
vi. If select Enable from Authentication field,
input sender email address in Username field and password in Password field.
vii. Select None/StartTLS from Secure Connection field
viii. Input the sender email address in Sender email field
ix. Input the name in the Sender name field
X. Input the receiver’s email address in the Recipient field.
If more than one recipient, please use semi-colon or comma to separate each email address.

xi. Click “Apply”.

Email

Email Nofification

SMTP server ‘smtp mail.com

SMTP port

Authentication

Username

Password

Secure connection

Sender email ‘sender@mall.com

Sender name ‘sender

Recipient recipient0O1@mail.com

A
Aoy ) [ Cancel | Send Te
SNMP Trap

To receive event or alert notification via SNMP, please configure the SNMP trap setting.

i
ii.

iii.
iv.

UM-1S-Z23001-Q225V1

Go to Notification > SNMP Trap

Select Enable from SNMP Trap Notification field. Default is Disable.

Select Trap/Inform from Type field.
If you select Inform from Type field. Please input the time interval in seconds after which a new inform
communication is resent if the first is not received in the Timeout field. Input the number of time you want to

resend the inform communication if it fails in Retries field.

SNMP Trap

SNMP Trap Notification

Type
Timeout

Retries

Receivers

Changes updated.

Apply ||

Cancel
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v. Click“ ﬁ next to the Receivers, you can see the following similar image displays.

Vi.
Vii.
Viii.

Add Receiver

If you have been editing something, your changes will be lost

Host [192,168,0,100 ]

Port |162 |

Community |private |
Cancel Apply

Input the IP address in the Host field. This is the address to which notifications are sent by the SNMP agent.

Input the port number used to access the host in the Port field.
Input the value of community in Community field used to access the Z-3001

Click “Apply”
Repeat v to ix to add more receivers.

Add Receiver

If you have been editing something, your changes will be lost.

Host [192.168.0.100 ]

Port |162 |

Community |private |
Cancel Apply

UM-1S-Z3001-Q225V1

P.47

www.austin-hughes.com



< 4.6 > Maintenance

In Maintenance, you can view the system information, do the firmware update and view the event log.

Information
i. Go to Maintenance > Information, you can see the following similar image displays.

System Information

Model Z-3001

Firmware version 153

Hardware revison 1.0

Up time 23 hours, 48 minutes
Network Information

LAN

MAC address 20:0A:0D:67:00:0F
Connection 1000Mbfs, Full duplex, auto-negotiation on
Type DHCP

IP address 192.168.0.1/24
Gateway 192.168.0.254

ii. You can view the system and network information.
ii. Click “Reboot” to reboot the Z-3001

Firmware
To perform the firmware update of the Z-3001
i. Download the appropriate firmware file in .img extension from the link below
ii. Go to Maintenance > Firmware
iii. Click “Choose File” to select firmware file to update

Firmware

This may take some minutes. Please do NOT power off the device while the update is in progress!

After a successful update, the device will restart automatically.

No file chosen
Update
iv. Once the firmware file is chosen, click “Open”
Name Date modified Type Size
‘ D Z3001-1.54 12/8/2024 3:19 pm Disc Image File 11,877 KB
v | Allfiles v
Upload from mobile Cancel
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v. Click “Update” to start the firmware update process.

Once the firmware update completes, the WEBUI goes back to the login page.

This may take some minutes Please do NOT power off the device while the update is in progress!

After a successful update, the device will restart automatically.

Z3001-1.5.4.img

Event Log
Event log shows the Date, time, severity level and details of the events or alerts from the Z-3001.
Logs
Time
Date Severity Message
(UTC+08:00)
2024-10-09 21:37:28 Info S1 Sensor 01 connected.
2024-10-09 21:37:28 Info S1 Sensor 01 addition is successful.
2024-10-09 21:37:09 Info S2 Sensor 01 removal is successul.
2024-10-09 21:37:05 Info S1 Sensor 01 removal is successful.
2024-10-09 21:36:51 Critical 1 Out of range.
2024-10-09 21:36:03 Critical ~ SNMP inform 192.168.1.174:162 is failed.
2024-10-09 21:36:03 Critical ~ SNMP inform 192.168.1.174:162 i failed.
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The company reserves the right to modify product specifications without prior notice and assumes no responsibility
for any error which may appear in this publication.

All brand names, logo and registered trademarks are properties of their respective owners.
Copyright 2025 Austin Hughes Electronics Ltd. All rights reserved.
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